
System failure: a real and 
present danger 
Cyber insurance has, so far, mainly covered data breaches. However, buyers of cyber cover are 
increasingly looking to expand their coverage to include financial loss due to IT system failure
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According to recent re-
ports from consulting 
firm Pricewaterhouse-
Coopers, the number 

of detected cyber attacks skyrock-
eted in 2014 – up 48% from 2013 
– with the expected number of 
attacks expected to surge to 42.8 
million attacks or roughly 117,339 
attacks each day. From a claims 
perspective, AIG is receiving no-
tice of two incidents per business 
day on average. The types of inci-
dent range widely both in cause 
and in their location, but some 
recent examples include:
• an Italian company was un-

dertaking work to upgrade its 
systems when it experienced a 
failure. The system took eight 
hours to restore fully, denying 
customers access and causing 
considerable client dissatisfac-
tion and reputational damage;

• in Asia, a hacker exploited a 
weakness in the insured’s lega-
cy web-facing systems and used 
this as a stepping stone to the 
internal network. As a result of 
the breach, the hacker was able 
to exfiltrate personal data. Signif-
icant costs were incurred in un-
dertaking the forensic analysis 
to resolve the problem, as well as 
legal and PR advice being needed 
to deal with the fallout; and

• a UK business received a ran-
som demand requiring payment 
of a set sum or their website 
would crash. The ransom was 
not made and as a consequence 
a denial of service attack was 
launched. As a result, the web-
site crashed multiple times and, 
during just one of the attacks, 
the insured lost revenue total-
ling £250,000 ($400,833).

For most businesses, it is not a 
question of if but when and the 
landscape continues to evolve. 
For example, in looking to the fu-
ture we expect to see an increase 
in cyber extortion claims as crim-
inals look for more ways to mone-
tise their exploits. In addition, the 
rise of the “internet of things” and 
the reliance on third-party cloud 
providers means a host of devic-
es connected to the internet are 
now exposed to new types of risk, 
which could increase the number 
of interruptions.

A way forward
High-profile incidents, occurring 
with seemingly greater frequency, 
are undoubtedly driving demand 
for cyber insurance. Despite this, 
many organisations are still in 
the dark about possible solutions 
and one of the key issues is that 
of knowledge and understand-
ing. There are still significant 
numbers of businesses that are 
not even aware cyber insurance 

exists and among those that do, a 
large number are uncertain about 
what and how much to purchase 
as they struggle to assess their  
cyber-related exposures.

Cyber insurance has, so far, 
mainly covered data breaches 
paying out for notification costs, 
experts to control the damage, 
costs of credit and ID monitoring, 
investigation costs, third-party 
liabilities and regulatory investi-
gations along with payment card 
industry fines and penalties . How-
ever, more and more buyers are 
looking to expand their coverage 
to include network interruption.

These extensions specifically 
cover the income loss from sys-
tems failure either from security 
failures, attacks or viruses, but 
can also be broadened to cover 
systems failure that might have 
come about internally – for ex-
ample, a patch that failed. The 
other area of concern that can be 
protected is the exposure to cloud 
services being unavailable. With 

an increasing number of firms 
using off-site services (often with 
third-party providers), there is a 
real need for contingent business 
interruption cover.

There are some interesting 
regional differences in the pur-
chase of network interruption 
cover. Whereas less than 20% of 
AIG CyberEdge policyholders in 
the US opt for network interrup-
tion coverage, more than 70% of 
EMEA clients select this option. 
This appears to be driven by the 
difference in regulatory regimes 
between the two geographies.

In the US, the states’ require-
ment for the notification of data 
breaches means US clients are 
more aware of the potential costs 
and liabilities arising from them 
– and therefore the need for in-
surance. In the EU, the proposed 
reform to the Data Protection Di-
rective is taking time to take shape 
and, as a result, businesses are 
more focused on their business 
interruption exposures for now. In 
many cases they are only buying 
relatively low limits so far – but as 
their experience grows, undoubt-
edly so will the limits they require. 

There can be no doubt cyber 
liability is an issue no organisa-
tion can afford to ignore and now 
is the time to be thinking about 
what exposures businesses really 
face – both in terms of cost and 
consequence. A better under-
standing of this will undoubtedly 
encourage businesses to buy a 
cyber policy and encourage fur-
ther development by insurance 
providers. The solution lies in risk 
managers working with brokers 
and underwriters to understand 
and articulate the company’s risk 
profile so it can get the best cyber 
protection programme available 
in the marketplace. n
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