
CyberEdge Video Summary
AIG’s CyberEdge covers one of the most volatile risks facing businesses today. Here are 7 reasons to recommend it to your clients:
1. During an attack a rapid expert response is critical.  Data could be leaving the network or a hacker might still be on it.  CyberEdge clients can select our First Response coverage that gets the right experts in to protect the system as soon as possible – vital for the safety of the business which is why there’s no retention for this part of CyberEdge cover.

2. CyberEdge pays for the technical analysis and safeguarding of the system:  How did intruders get in?  How did data get out?  Why wasn’t it picked up… and all the time applying controls to the existing system as weaknesses are discovered - because unless they’re found and fixed, they can be exploited again and again.

3. If personal information held by the business is stolen, CyberEdge pays for the legal advice and the operational costs of notifying the people affected and liaising with data regulators. It also pays for credit monitoring and ID insurance to protect people whose data has been breached.

4. After an attack CyberEdge covers the business’s legal liabilities (like to customers) and also covers the costs of dealing with Data Protection investigations, as well as insurable Data Protection fines.

5. It protects businesses from the reputational fallout of a Cyber-attack.  It pays for specialist Crisis and PR services to minimise the reputational damage with customers, potential customers and suppliers.

6. CyberEdge can also cover the business’s loss of profits caused by an attack as well as cyber extortion - like threats to bring down the company’s website. 

7. CyberEdge protects businesses from being attacked in the first place with a host of services  like our CyberEdge app with analysis and real time breach information; 6 months’ expert assessment of clients’ cybersecurity; vulnerability scanning and shunning technology for clients with premiums over £5000 and valuable discounted cyber services:  such “Dark Net” analysis, automated security ratings and scenario testing of their cyber insurance protection.

CyberEdge is designed for businesses of all shapes and sizes:  from small businesses with premiums of a few hundred pounds to multinational companies with multimillion pound cyber limits. To learn more have a look through this playbook, and thanks for listening.

CyberEdge sales themes
Cyber attack: First Response

· CyberEdge clients can select our First Response coverage to provide 24/7 response after a security breach or denial of service attack.   (Note the importance of 27/7 response as many cyber-attacks occur in “down times” such as Friday afternoons or bank holiday weekends).

· This rapid specialist support is key as the client’s IT dept may not be cyber-attack experts and under great pressure from their business to resume systems ASAP.  This can be dangerous:  data may still be leaving the system or a hacker may still be inside.  Sometimes a denial of service attack can mask a deeper attack.)

· First Response cover delivers rapid technical expertise to identify and fix the immediate issues to safeguard the business.  Often this will involve coordinating the clients’ various suppliers quickly (such as IT providers, web application companies, hosting companies) to establish the facts and apply controls to shore up the clients’ defences and stop the data loss, depending on the attack.

· CyberEdge recognises the extreme importance of an early, expert and effective response to the successful resolution of the attack and to the safety of the business, and for this reason no policy retention applies to the First Response coverage for the first 48 hours.
Post-attack: specialist IT
· After the critical First Response period of 48 hours CyberEdge covers the IT services to thoroughly investigate the business’s system vulnerabilities that were exploited by the Cyber attack: looking for logic flaws, identifying and removing malicious code and software, implementing strong denial of service defences.
· CyberEdge also covers the costs of identifying and recreating data that was held by the business (eg customer information) and that was lost or corrupted in an attack as well as software that has been lost or corrupted.

· Clients often value this independent expertise.  Our experience of handling cyber claims is that CEOs place great trust in their IT departments to protect their business and this trust can be seriously questioned following an attack – IT management jobs have been known to be lost in the aftermath.
· This is specialist work beyond the day-to-day experience of IT departments.  Vulnerabilities may have been in the website or the system infrastructure for some time and it is essential that they are identified and repaired, as hackers are known to repeatedly exploit these weaknesses again and again.
Personal information
· CyberEdge covers the costs of following the right procedures to notify people (such as customers) whose data has been breached.  This is an area where businesses will certainly need specialist legal advice and possibly additional business resources to follow the notification process properly.

· The ICO (the UK cyber data regulator) says that businesses have to tell their customers if the breach is likely to adversely affect them. There are several things  the businesses have to consider when deciding this, including the nature and content of the data, the harm, embarrassment or danger it could cause if misused.  CyberEdge pays for specialist legal advice in this area.  

· There are detailed requirements about what the business has to tell its customers including:  the nature and content of the breached data, the likely consequences of the breach, measures taken by the business after the breach, recommended actions for individuals.  Again this is an area where the business would benefit from specialist guidance which CyberEdge pays for.

· The numbers of customers to communicate with will depend on the data breached, and could potentially be very large.  Communication to customers has to be made without “undue delay”.  CyberEdge pays for the necessary costs of doing this (for instance setting up call centres to handle the notification to customers).
Cyber liabilities and regulators

· CyberEdge ensures businesses get expert help navigating the legal landscape after a cyber attack and also covers their legal liabilities (e.g. to customers) resulting from an attack.  Can businesses obtain this specialist guidance from their existing legal suppliers?  Have they considered the potential cost of this advice and the potential liabilities?

· Under the Data Protection Act businesses need to have adequate information security in place.  This will depend on the size of the client, the type of information they hold and the harm it could do if the information was misused.  Businesses may need clear guidance and advice about their position after an attack – which CyberEdge covers.

· Clients may face liabilities to others (like customers or staff) for losing or corrupting data.  For instance they may be liable for negligence, conversion, trespass, or for breach of contract.  Again Clients may need expert advice about their position after an attack – which is covered by CyberEdge, as are the financial liabilities.

· The ICO is the UK’s cyber data regulator and clients should tell it about serious breaches. The ICO may investigate and recommend changes in security measures.  In extreme cases (eg deliberate breaches) it can fine the company up to £500,000.  Clients may need clear expert legal guidance in their dealings with the ICO – which is covered by CyberEdge.    
Reputational cover

· If a cyber-attack threatens to cause bad publicity for the business such as online or social media, press, radio or TV coverage then CyberEdge covers the costs of engaging specialist Crisis Containment advisors or other necessary expertise such as a PR agency to minimise reputational damage to the business.

· The communications strategy would depend on the particular circumstances facing the company during the attack. What information is at risk? Who is affected?  What could the consequences be for the company?  These factors will help determine the design and implementation of a communications strategy for the business around the attack – covered by CyberEdge.  

· At a tactical level this may include internal staff briefings to ensure company representatives are “on the same page” in their dealings with the outside world about the attack.  External communications support could include developing press releases and other company statements, preparing senior company figures for interviews or identifying key contacts in the media.
Loss prevention

· CyberEdge includes a wide range of complimentary cyber loss-prevention  services to help businesses reduce the likelihood  of a cyber-attack in the first place.  These include:

· The CyberEdge Mobile App for phones and tablets, delivers the latest cyber breach information, news, opinion, and risk analysis.  It includes a data breach threat map displaying breaches around the world, claims examples of cyber breaches covered by CyberEdge and a breach calculator for businesses to calculate their potential costs of a data breach.
· Clients with cyber premiums over £5,000 are entitled to Infrastructure Vulnerability Scanning powered by IBM.  A complimentary external scan for up to 49 of an insured’s public facing IP addresses detects vulnerabilities across network devices, servers, web applications, and databases to help reduce risk and better manage compliance requirements.
· Clients with cyber premiums over £5,000 are also entitled to free supply of shunning hardware that stops an attack by bi-directionally blocking communication to known “bad” IP addresses. The attack information is sent to the accompanying CyberEdge RiskTool account. The dashboard will update in real-time and outline the known “bad” IP addresses that have been shunned
· CyberEdge clients are eligible to receive six month’s complimentary access to RSA’s Governance, Risk, and Compliance (GRC) solution to assess their cybersecurity risk. This leverages the National Institute of Standards and Technology framework to assess the business’s cybersecurity level, help identify areas of improvements in key functions.  This is an ideal tool for large businesses or critical infrastructure companies (such as power generation, telecoms, public health).  
· CyberEdge policyholders enjoy preferential rates to stay apprised of the latest chatter about their company inside the black hacker markets and forums known as the Dark Net - often a safe haven for cyber criminals to launch their attacks.  K2 Intelligence mines the Dark Net using web crawlers and sophisticated human data gathering. This intelligence helps companies take a proactive approach around their cybersecurity risk management and provide cybersecurity due diligence when organisations engage in a merger or acquisition.
· CyberEdge clients also have access to cyber services from Axio Global at reduced rates.  These include analysis of the client’s entire commercial insurance portfolio to identify its response to a cyber-event.  Backed up by a loss scenario workshop to stress test the portfolio with a range of cyber scenarios such as liability, property, injury, environmental damage and operational disruption.  All this provides the client with a holistic view of their cyber exposure and helps harmonise technological and operational controls with insurance coverage.
Network Interruption and Cyber Extortion
· CyberEdge can be optionally extended to cover Network Interruption to the client’s operations caused by a security failure.  Cover includes the loss of net profit caused by the attack and additional costs (such as overtime or additional staff) necessary to minimise the impact of the loss. 

· CyberEdge can also be extended to cover cyber extortion.  This includes the costs of specialist response to extortion threats (e.g. releasing confidential information held by the company to the outside world, disrupting the company’s system with a virus, or threating to bring down the company’s website with a denial of service attack.)

· CyberEdge funds professional extortion consultants to advise the company eg  assessing the threat and credibility of the perpetrators,  analysing the clients’ options evaluating the pros and cons of entering into negotiations, what should be communicated, how and when should it be communicated, should the authorities be involved, does it involve authorities from different countries etc.
CyberEdge cover at a glance

IT and Legal support:

· 24/7 worldwide response within 1 hour from breach coach
· IT forensics: what’s been affected, how can it be contained and repaired

· Expert legal response and PR consultancy to contain reputational damage

· Costs of notifying people who may be affected by the breach

· Credit monitoring for people affected by the breach to prevent further losses

· Professional preparation for any investigation following the breach

· Insurable fines and penalties by a data protection regulator

Defence costs and damages for:

· Any breach of personal or corporate data

· Contaminating someone else’s data with a virus

· Theft of system access code 

· Theft of hardware containing personal data

· A negligent act or error by an employee

Optional covers

· Network interruption: Loss of net profit as a result of a material interruption to the insured’s network, caused by a security breach.

· Cyber/privacy extortion:  Extortion response and ransom payments to third parties incurred in terminating a security threat

· Digital media liability:  Damages and defence costs in connection with a breach of intellectual property rights or negligence with electronic content
CyberEdge claims scenarios
AIG has over 15 years’ experience of handling cyber claims, here are just a few examples based on actual events to illustrate the CyberEdge response.
An employee steals the personal information of millions of customers.

CyberEdge response:

CyberEdge covers the costs of IT forensic experts to establish what data was stolen from who and the costs of notifying the individuals whose data had been stolen.  It also paid for credit monitoring to make sure the individuals suffered no ongoing losses after the data theft.  It then covered the costs of a legal breach coach to prepare the business for investigation and the costs of representing and defending the business in the ensuing legal action that was brought against them.

An unknown credit card processor puts a department store’s 35,000 cardholders at risk

CyberEdge response:

Calling on its strong supplier relationship network, AIG worked with the insured to retain a top professional to provide notification, replacement credit cards and credit-monitoring services. AIG reimbursed the insured approximately $200,000. AIG is providing legal counsel and closely collaborating with the retailer to explore its right to reimbursement from the credit card company and third-party processor.

A college accidentally sends 80 emails including names and grades of all its students

CyberEdge response:

Working together AIG and the college were able to retrieve 55 of the emails before they were opened.  AIG worked closely with the school’s dean and helped provide notification to the impacted students and retained a supplier to provide credit monitoring.

3 million passwords are hacked from an online service provider and leaked posted online

CyberEdge response:

AIG’s claims team and breach coach worked closely with the insured in resetting the passwords of the individuals and recommended a number of security procedures for users such as changing passwords every few months.  AIG collaborated with the client to email the 3 million impacted customers to advise them of the breach and to provide them with the necessary information on how to contact the insured’s customer care team.  

Podcast
CyberEdge covers cyber-related risks. But what do we actually mean by that? Most of us know that ‘cyber’ has something to do with computers and the internet. So cyber threats often involve the theft – or holding hostage – of digital information, as well as accidental breaches such as mistakes by employees.   Sometimes cyber criminals threaten to bring down a website unless a ransom is paid – in what are called Denial of Service Attacks.

Cyber threats can come from inside a company – from a rogue employee for example – or from outside, from malicious hackers. 

We’ve been handling cyber claims for more than 15 years, so let me share a couple of examples. In one claim we handled, an employee stole the personal information of millions of customers. CyberEdge covered the costs of the technical and legal experts needed to establish the scope of the breach and handle the consequences. It also covered notifying all the people whose data had been stolen. 

In another example, a college accidentally sent out 80 emails that included the names and grades of all its students. Luckily we were able to stop 55 of them before they were read…

CyberEdge kicks in right at the start of an incident. It goes on supporting clients through the difficult and worrying aftermath, and also helps with longer-term issues like how to prevent losses in the future. 

Let’s look at those stages in some more detail, starting with the moment you find out a cyber-attack has taken place. With CyberEdge, you can contact our First Response hotline 24 hours a day, seven days a week. First response cover will then swing into action, with technical experts deployed to identify and fix security issues within two days. This is critical to protecting the business, so there’s no retention for this part of CyberEdge cover.

It’s important to stress that all the specialists we use are independent as well as experienced. We find that clients often value that independence, because their trust in their own IT departments can take a battering after a cyber-attack.

Once the dust has settled post-attack, our IT specialists will thoroughly investigate your networks, finding out what went wrong and why. They’ll look for weak spots, identify and remove malicious software and generally shore up the cyber defences to your existing system.

A lot of the information that’s at risk from a cyber-attack is personal – like customers’ credit card information or passwords. CyberEdge always covers the costs of notifying the people whose data has been breached. There are a lot of legal issues to bear in mind before and during this process, and CyberEdge pays for that professional advice – including on liabilities and what regulators expect. 

We pay defence costs and damages for any breach of personal or corporate data, virus contamination, and even negligent acts or mistakes by employees. As an optional element, we can also cover damages and defence costs in connection with a breach of intellectual property rights.  

But back to our hypothetical attack.  You’ve secured your computer networks. You’ve notified everyone whose data has been breached and figured out your liabilities. But what if word gets spread about that your systems aren’t safe? CyberEdge covers the cost of communications experts too, who can help protect your reputation.

And that brings us to the longer-term issues, like avoiding a breach in the first place. CyberEdge provides a range of free loss-prevention services to help businesses reduce the likelihood of a cyber-attack. One of these is comprehensive web-based training, so your employees better understand the risks and how to manage them. 

You can also request a complimentary external scan of up to 49 of your public-facing IP addresses – powered by IBM. This looks for vulnerabilities across devices, servers, databases and so on, to help reduce your risk exposure. 

And you can keep up to date with cyber breach news and information with the CyberEdge app for phones and tablets. This includes a data breach threat map, and a breach calculator for businesses to work out the potential cost of a data breach.

All of this support comes as standard, with a CyberEdge policy. There are also some optional extensions that clients may be interested in. The policy can be extended to cover business interruption caused by a security failure. It can also cover cyber extortion. So if your company’s information is being held to ransom by hackers, for example, we’ll provide specialist consultants to handle the situation.

Because we’ve covered cyber risks for so many years, we’ve observed what businesses need. We’ve made sure that CyberEdge is strong on technical and legal support – from first response, 24/7, to the IT forensic experts we supply, to our ability to notify people who may be affected and manage the legal risks involved.

CyberEdge is suitable for a vast range of organisations – pretty much any company that stores, manipulates, or transmits data. So whether you’re insuring a large multinational or a small family-run business, you can rely on CyberEdge to cover your cyber risks, and support you through the aftermath of an attack.

*
CyberEdge sales narratives


Feel free to adapt, cut and paste any of this copy       into your own marketing communications











