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Preparing to Succeed:  
Tips for Better Crisis Management  
Tuesday, 10:55am:  “Bomb threat, Main Hall, what do we do?” Classes are about to change and 
300 students are set to enter and exit the building…  You have a Crisis Management Plan, but 
how will it handle a real situation? 
 
Crisis Management in the planning stage brings together all parts of the institution, in addition 
to applicable external supporters: local law enforcement, insurance company partners, 
consulting firms, or others who seem willing to help.  Crisis Management in execution may not 
have the same spirit of togetherness, or may evolve too quickly to involve a diverse array of 
contributors.  But your institution can still manage a real crisis as planned – or at the least, be 
able to act and react appropriately.  Take the lead in proper crisis planning and you can take the 
lead when you have to put the plan into action.  
 
Doing it right may be a combination of three tenets: (1) Have a Plan; (2) Stick to the Plan; and (3) 
Do not be afraid to adapt the Plan to the situation.  Additionally, every crisis will have two 
audiences to work with: the external audience often made up of parents, media and the general 
public; and the internal audience of students, faculty and staff.  The former may be more concerned 
with the message as it relates to notoriety or, as with parents, overall safety.  The latter may be more 
concerned with individual safety and a return to normalcy.   
In the bomb threat example, the most important immediate need is to, if necessary, alert students to 
evacuate and avoid the area.  Once the threat is neutralized, the need is then to determine how and 
when to restart classes, and how to message externally.  Stay focused on objectives, and you can 
lead your institution through the crisis effectively and efficiently. 
  

Have a Plan 

Strong preparation calls for a written Crisis Management Plan.  This plan should take into 
consideration the institution’s emergency action plan or other such emergency response guidelines, 
as well as a business continuity plan and related documents.  All are related: an emergency may 
easily be a crisis, and such an event may call for the business continuity framework.  Furthermore, the 
same individuals may be involved in preparation of the various plans or, just as importantly, may 
have overlapping roles as the plans come into play.  Just as your institution seeks to integrate many 
different schools, divisions, and stakeholders, it should seek to integrate those involved in 
emergency planning and crisis management. 
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Design the Plan around Objectives:  The plan should hold true to its objectives.  The first objective 
is often safety and security.  If the crisis is due to a natural catastrophe, or a man-made danger 
scenario like a riot or active shooter event, foremost should be coordinating with emergency 
management to ensure the safety and security of the community.  Next, as in the medical field, 
stabilize the environment.  Confine the threat, or ensure people and property are in a safe location.  
In the case of an impending natural catastrophe like a hurricane or other storm, current stability may 
be pending but the plan to foster a stable environment may be active.   
 
The final objective is effective communication.  Recall the two audiences, internal and external.  
Different messaging may be necessary for each.  Your plan should anticipate internal communication 
through the first two objectives – safety and security/stabilizing the environment.  For example, 
emergency messaging services are often necessary to communicate safety measures to students in 
order to more quickly stabilize the environment and mitigate the threat.  Externally, effective 
communication can be that next step, the third level, to put parents and others at ease.  With respect 
to the media, any crisis response plan should recognize the difference between what the media 
might want during a crisis and what the institution needs to provide.  Precision planning detailing 
how key internal stakeholders will communicate using pre-determined authority is critical to the 
plan. 
 
Elements to Include in a Plan:  Clearly articulated objectives will help to define the scope and 
details of the plan.  While the below is not exhaustive, most strong plans should include: 

1. The Objectives and other Guiding Principles 
2. The Scope, in terms of individuals directly affected and involved and the scope of incidents 

constituting a crisis 
3. Roles and Responsibilities: who needs to do what and when.  There should be chains of 

command articulated for varying events.  The most important aspect of this is planning for 
specific individuals to be in charge of the different parts of the plan.  This can help individuals 
know what they need to do, and can also help them to more efficiently delegate tasks to 
fulfill their part of the mission. 

4. Methods of communication, including reporting requirements.  If there are elements of an 
emergency situation that require prompt notification to a regulatory body – e.g., OSHA – the 
manner for reporting could be outlined in the plan.   

 

Stick to the Plan – But Prepare to Adapt 
 
A good plan will anticipate a number of contingencies.  A good plan will also, however, anticipate 
that the unexpected might occur.  The key is to be able to evolve as quickly as the situation.  
Adaptability means effective leadership executing the plan or modifying it accordingly, instead of 
following an overly detailed plan into disaster. 
 
The overall crisis leader, and the head of each task area, needs to stick to the plan in terms of 
satisfying the particular responsibilities.  Trouble spots arise when leaders or actors take on tasks 
outside of their responsibilities, creating superfluous or (worse yet) contradictory work or messages.  
Internal and external audiences want information, but most importantly they want accurate 
information.  Repeated and contradictory messages will sow confusion and mistrust.  Limit 
information to what is directly relevant to the most important questions, foremost:  

� What does the internal audience need to know to stay safe? 
� Is everyone safe?  
� When will everything return to normal?  
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Conflicting work or task delegation can be even more problematic.  Strong crisis leadership calls for 
encouraging everyone to stay on task.  Collaboration and teamwork is important, but this requires 
good communication within the teams to make sure everyone knows whatever they are about to do 
– calling in resources, setting up perimeters, or the like – are consistent with work already taking 
place.   
 
Adaptability is a natural result of strong crisis management and communications.  If the crisis 
leader(s) has a strong handle on the situation and understands the evolving nature of the threat and 
the available resources, he or she will be able shift resources to meet the needs of the moment.   
 
Physical preparation also fosters adaptability:  Practice! Talking through the plan with stakeholders; 
conducting tabletop crisis exercises; or walking through a crisis as in a fire drill, active assailant 
scenario or other exercise.  Putting the crisis leaders into different scenarios where they can exercise 
their decisions will make them better able to execute the plan or adapt to evolving situations.  In our 
bomb threat example, have the leaders discuss how to coordinate with law enforcement (and even 
involve law enforcement).  Have them determine an order of operations for informing students and 
staff in the involved building, in surrounding buildings, and everywhere on campus.  Importantly, 
have all consider how to communicate and engage with victims after an event has 
occurred.  Planning proactive interaction with victims not only can help the victim recover, but it will 
also help the institution manage the aftermath. 

 

What It Means for You: Expanded Risks and Best Practices 
 
Risks to your campus community now are still those of the past in terms of extreme weather and 
crime.  In recent years, however, there is a sense that extreme weather events have gotten more 
common, and that while overall violent crime has decreased certain randomized acts of violence 
have increased.  Concerning the second – criminal activity including terrorism – even if the actual 
nature of the threat has not increased, the perception has increased.  This has led to liability 
consequences as the nature of what acts of violence are foreseeable, and what constitutes 
reasonable precautions, has trended towards more protective measures. 
 
Increased expectations for how safe a campus should be calls for ever more and comprehensive 
crisis management planning.  Best Practices include: 

1. The Plan should expressly anticipate major risk categories like weather, fire, crime, terrorism, 
riots and protests, power loss, and other causes particular to the school or geographic 
location (i.e., specific weather or urban vs. rural considerations).   

2. As pointed out before, the Plan needs to anticipate how the crisis management aspects of the 
Plan will incorporate Business Continuity planning and other areas to ensure that not only 
does the campus come through the crisis itself as safely as possible, but that it can return to 
normalcy as quickly as possible.   

3. Speak with other institutions or organizations in the community to understand how they are 
preparing to deal with crises.  This is useful for (1) identifying threats and opportunities to 
mitigate threats that you may not have initially considered; and (2) ensuring you are keeping 
up with the community standard.   

4. Keep in mind your Objectives: Safety and Security; Stability; and Communication. 
5. Clearly articulate roles and responsibilities, and update with staff turnover.  Reinforce with 

staff early and often their leadership duties. 
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6. Partnership with local law enforcement is key in Crisis Management.  They need to be part of 
your plan. 
 

 

Conclusion 

As Benjamin Franklin said, by failing to prepare, you are preparing to fail.  Thus, prepare to succeed 
in a crisis.  A comprehensive Crisis Management Plan gives those who need to know the information 
they need to help your institution get through a crisis.  It may include far more detail than this brief 
hopes to cover, and such is why stakeholders at your institution – administrators, campus safety, 
counsel’s office, and others – should engage in full and frank conversations about how your 
institution wants to care for its campus community in its time of need.  Strong preparation then 
takes the Plan and exercises it routinely with leadership.  Preparing early and often will help ensure 
the Plan serves your institution well when the time comes.  
 
 
AIG’s Client Risk Solutions stands ready to help your institution manage risk. 

• For inquiries, contact CRS@aig.com 

• For more solutions from AIG please visit Client Risk Solutions at www.aig.com/crs 
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such service. Reliance upon, or compliance with, any report in no way guarantees any result, including without limitation the fulfillment of your 
obligations under your insurance policy or as may otherwise be required by any laws, rules or regulations. No responsibility is assumed for the 
discovery and/or elimination of any hazards that could cause accidents, injury or damage. The information contained herein should not be 
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