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Greater board engagement vital in relation to cyber risks says AIG

14 July 2015 — A research report launched today by AIG in the UK highlights a
significant gap in the understanding of, and response to, cyber threats by senior
board directors in Britain’s largest companies. Just over half (52%) of respondents
discuss their company’s cyber security policy “less often than not or never” at board
meetings, while nearly one quarter (24%) are not confident that they are up-to-date
on the nature of cyber threats.

Mark Camillo, Head of Cyber and Professional Indemnity, EMEA at AIG said, “ The
cost of cyber attacks nearly doubled last year according to the UK Government;
81% of large UK businesses and 60% of small companies suffered a security
breach.

“In this context boards needs to take cyber risk a great deal more seriously than
they appear to now. For example, companies are split as to whether the
maintenance of cyber security levels is designated at board level. In just over half of
those surveyed, there is strong board representation on this issue. Certainly, having
key roles in place like a Chief Information Security Officer, who reports to the CEO,
is best practice.

“However over a third (36%) of companies mention their IT department as being
designated for the maintenance of cyber security, and with a further 11% of ‘other’
responses. What we have learned from the large breaches is that cyber security is
not just a technology issue. It takes an enterprise-wide effort to prevent attacks and
to mitigate damage when they happen. While the day to day responsibility may be in
the technical or security teams, strategy and response needs to have ownership
across functions, hence board engagement.

“So, how confident is the board on emerging cyber threats? While there is
undoubtedly confidence among many companies, with three quarters (76%) feeling
confident that the board is up to date on the nature of cyber threats, a substantial
minority of nearly a quarter (24%) are not very or at all confident about this in this
area of rapid change.

“Beyond awareness, the research also raises questions around the issues of
prevention of and response to cyber threats. Although 90% of poll respondents were
confident that their company had identified its level of vulnerability across all key
information assets and 84% believe their IT department is able to protect the
company from a cyber attack, herein lies a problem. No matter how many firewalls a
company has, or how good its IT systems are, no set of controls can guarantee that
a data breach won't happen — a more comprehensive risk management strategy is
needed.”

The report can be found here.
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http://www.aig.co.uk/chartis/internet/uk/eni/AIG-WhitePaper-Cyber-captains-of-industry-0715-FINAL_tcm2538-680828.pdf
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Technical note:

Ipsos MORI conducted 108 interviews with respondents from the top 500 companies by
turnover and top 100 by capital employed in the UK. Respondents were Chairmen, CEOs,
Managing Directors/Chief Operating Officers, Financial Directors and other executive
board directors. Interviews were carried out face to face (4 were carried out over the
telephone) between September and December 2014.
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