
Cover

Data Protection 
Investigation and Fines

•	 �Defence costs in  
connection with a  
regulatory investigation

•	 Data protection fines
•	 �PCI DSS (Payment Card 

Industry Data Security 
Standard) assessments, 
including contractual fines 
or penalties

Cyber Liability  
Claims

Damages and defence costs for: 
•	 �Actual or alleged breaches of 

confidential information;
•	 �Security failures that include 

the transmission of viruses;
•	 �Failure to notify individuals 

and/or any regulator of an 
unauthorised disclosure

Data leaks or losses arising from cyber-security failures can lead to regulatory fines and claims against 
companies for breaches of confidential information. Liability Protect clients have the option to include 
a Cyber Liability Extension to cover them against these financial exposures. With new regulations set to 
come into force in 2018, there has never been a better time to consider how organisations can benefit 
from cyber insurance. 

Wide Definitions

Computer Systems

Includes: 
•	 �Networks owned, operated, 

controlled or leased by the 
client

•	 �An employee’s “Bring Your 
Own Device” connect to a 
company computer system

•	 �Cloud services or other 
hosted computer resources

Cyber-Security Failures 

Includes: 
•	 �Unauthorised access 

or unauthorised use of 
computer systems 

•	 �Denial of service attacks  
and receipt or transmission 
of a malicious code

•	 �Loss of data arising from  
the physical theft or loss  
of hardware

What’s included: 

Cyber-Security 
Failure

Cyber Liability Extension

Regulatory 
Investigation

Data Protection Fines

Breach Of 
Confidential 
Information

Legal Liability Claims
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Liability Protect

Liability Protect 

Cyber Liability Extension 



Data Protection Regulatory Requirements

Changes are coming

New General Data Protection 
Regulation (GDPR)

MAY
2018

Data Breaches 

Higher Regulator 
Fines

Increasing to up to 

€20m  

or 4% of 
global turnover

Currently  
£500,000

Increased Notification 
Requirements

Which could create more 
Third Party Claims

Cyber Security Failures
Can Result in Liability Claims 

Hacker

Employee

Unauthorised access / use of a
Company’s computer network

To commit	

Inadvertently or with a 
vendetta spreads a virus Company’s Clients

Company can be held 
liable for damages

The Cyber Liability Extension available under Liability Protect offers protection 
against this changing regulatory landscape. 

The Cyber Liability Extension available under Liability Protect covers damages and defence costs for 
claims arising out of a hacking attack or transmission of a virus from a client’s computer system. 

Identify 
Fraud

Inadequate 
safeguards

Insufficient 
notifications

Fraud

Theft

DDoS Attacks

Breach of 
contract

Negligence
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American International Group, Inc. (AIG) is a leading global insurance organisation. Building on 100 years of experience, today AIG member companies provide a wide range of property casualty insurance, 
life insurance, retirement products, and other financial services to customers in more than 80 countries and jurisdictions. These diverse offerings include products and services that help businesses and 
individuals protect their assets, manage risks and provide for retirement security. AIG common stock is listed on the New York Stock Exchange. Additional information about AIG can be found at www.aig.com 
and www.aig.com/strategyupdate | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance | LinkedIn: www.linkedin.com/company/aig. AIG is the marketing name for the worldwide property-casualty, life 
and retirement, and general insurance operations of American International Group, Inc. For additional information, please visit our website at www.aig.com. All products and services are written or provided 
by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries, and coverage is subject to actual policy language. Non-insurance products and 
services may be provided by independent third parties. American International Group UK Limited is registered in England: company number 10737370. Registered address: The AIG Building, 58 Fenchurch 
Street, London EC3M 4AB. American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority 
(FRN number 781109). This information can be checked by visiting the FS Register (www.fca.org.uk/register).
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