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 Tech Risk: Are Companies Ready?

In a new risk landscape, being increasingly 
shaped by non-traditional, non-physical risks, 
we are seeing an increase in disruption. 
While it’s relatively easy to picture the 
potential physical and financial damage 
that could occur to a company from the 
effects of a fire in a depot, from the theft of 
goods or from the loss of one of a fleet of 
aeroplanes – what about disruption that’s 
happening due to the changes that technology 
is creating in our day-to-day lives? 

The potential impact on companies  
is twofold:

•  Active disruption to companies and 
industries due to changes driven by 
technology in traditional company 
business models – from the world  
of retail to food manufacturing,  
from shipping to construction

•  Disruption to companies due to the 
effects of emerging, non traditional 
exposures impacting on their 
risk profile – e.g. cyber attacks, 
technology failure – and their 
associated consequences

Boards need to be focused on these 
risks – and to some extent they are.  
Tech risks – both internal and external 
– tend to dominate the concerns of 
large companies today. And with large 
companies at most risk of significant 
impact, they simply cannot afford to 
ignore the issue.  The fact that most 
companies think they have the right  
risk management framework and culture  
in place should be reassuring – but is  
that enough?

McKinsey has observed that 
understanding the external landscape 
should be a required activity for any 
board. However, with only half of 
company boards taking external views  
on emerging risks into account, can they 
truly be confident that they are in the  
right place to respond to those risks?

This is a fast moving area and it is 
important that the insurance industry 
responds effectively, not only providing 
relevant products, but increasingly 
important risk mitigation and loss 
prevention services.

In order to understand the views of senior 
business leaders on the subject of tech 
disruption, business risk and potential 
impacts, AIG commissioned Ipsos MORI 
to investigate attitudes and behaviour 
as part of its Captains of Industry study 
at the end of 2015. In addition, AIG has 
partnered with Airmic to understand how 
the board view of our findings fits with the 
risk manager perspective.  We have also 
looked at our findings in the context of 
the recent FTSE350 Cyber Governance 
Health Check Report.  

We see some key areas of agreement 
but also some clear differences, which 
raise interesting questions for boards and 
risk managers alike. The findings suggest 
that, while most executives are concerned 
about the threats posed by technological 
risk and disruption, not enough boards 
are engaging external views in relation to 
these emerging risks.

Disruption to businesses is increasingly being driven by technology, and these forces 
are significantly re-shaping the landscape. In this fast evolving world, one of the key 
questions for boards is how do they keep up? Findings from our research suggest that 
boards may not be looking outside their organisations often enough to stay abreast  
of the implications of emerging risks. 50% of those we surveyed never discussed 
reports from third party experts, or did so only once a year. This inevitably raises 
questions about whether organisations are sufficiently future-focused and can 
effectively mitigate against new disruptive technology threats. 

1‘Building a forward-looking board’, McKinsey Quarterly, Feb 2014.  

http://www.mckinsey.com/business-functions/strategy-and-corporate-finance/our-insights/building-a-forward-looking-board

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/521484/Cyber_Governance_Health_Check_report_2015.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/521484/Cyber_Governance_Health_Check_report_2015.pdf
http://www.mckinsey.com/business-functions/strategy-and-corporate-finance/our-insights/building-a-forward-looking-board
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The rise of technological disruption as a key risk is firmly 
acknowledged by senior business leaders. The impact on 
companies is twofold. First, the disruptive impact of technological 
change now firmly extends to the way companies operate in their 
own markets, through pressures on traditional business models 
forced by new, often lower cost, entrants. Almost three quarters 
(74%) see this broad business risk as a concern.

Secondly, technological vulnerability challenges the way 
companies operate and service their businesses to ensure 
business continuity, which increasingly has strong links to 
corporate reputation. Here we see that 83% of senior  
business leaders are very or fairly concerned about this risk  
to their company. Service providers are nearly twice as likely  
as industrial businesses (42% versus 27% respectively) to be 
very concerned about technological vulnerability. 

It is interesting to see the strength of these responses,  
particularly when benchmarked against supply chain  
risk (a concern for 54%), which has been on the risk  
and insurance agenda for a considerable time. 

This high level of concern with regards to technological 
vulnerability is echoed from the risk manager perspective.  
In Airmic’s 2016 survey of its membership, cyber risks causing 
business interruption and cyber risks resulting in the loss or  
theft of personal data were rated of most concern from a list  
of 22 different risks. Surprisingly, Directors & Officers risks  
came out second from bottom, despite having a clear point  
of connection with cyber risk.

In an increasingly fast changing and unstable world it is 
also noteworthy to acknowledge the level of concern about 
geopolitical risks with over three quarters (76%) concerned  
for their company. This, of course manifests itself in many  
ways; in a retreat from globalisation through to real concerns  
about company and business traveller safety and security.

Q:  How concerned or not are you about each of the following types of risk for your company?

We see four key themes emerge.

1.  Technology – related risks, both internal and external to the 
organisation dominate the concerns of today’s large companies  

Key Themes

83%
31%

Business disruption due to technology vulnerabilities

Disruptive impact of technological change in their industry

74%
35%

Geopolitical risks

76%
25%

Supply chains

54%
21%

Very concerned/Fairly concernedVery concerned

 Tech Risk: Are Companies Ready?
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2.  Senior business leaders think that the right framework, process 
and culture exists in relation to risk and the board, but more 
expertise is required in relation to Cyber risks 

Our research suggests that senior business leaders have a high 
degree of confidence in risk management. Encouragingly only  
10% agreed with the statement that risk management is mainly seen 
as a functional process as opposed to a critical business enabler, 
reflecting its rise in importance, and 97% believed that the board 
discusses risk issues as part of any conversation about strategic 
planning for the company. Worryingly, though, these discussions 
may not involve the designated head of risk or risk manager 
and may be focused around business model disruption – risk 
management not being integrated with strategy was a concern  
for risk managers in the Airmic survey. 

With regard to the board itself, 89% believe that the risk team or 
appointed senior executive for risk has the opportunity to provide 
the board with broader strategic advice on risk issues as well as 
technical risk advice. And 94% think that the diversity of their board 
members’ knowledge and experience is sufficient to deal with the 
most important risk issues for their company, though just over half 
(51% ) strongly agree with this statement. 

However, anecdotal feedback from Airmic suggests that board 
diversity is still a key issue for CEOs and Chairmen. The right 
diversity is especially critical when technology-related risks to  
the company, or its business model, are concerned. Furthermore,  
in the Cyber Governance Health Check Report findings over  
40% of boards state they do not have the right skills and  
knowledge to manage innovation and risk in the digital world  
(% barely have, or to a limited degree).

The level of risk exposure (i.e. how much risk the company is willing 
to tolerate) is always or more often than not discussed by 70% of 
companies represented in the research. With regards to future risks 
over three quarters (78%) of companies discuss either at every 
board meeting or at least once a quarter.

Q1:  Thinking about your company and your executive board, to what extent do you agree or disagree with the following statements? 
The diversity of our board members’ knowledge and experience is sufficient for us to deal with the most important risk issues for our 
company / Risk management is mainly seen as a functional process as opposed to a critical business enabler / The board 
discusses risk issues as part of any conversation about strategic planning for the company / The risk management team/function/
Chief Risk Officer has the opportunity to provide the board with broader strategic advice on risk issues as well as technical risk advice

Q: Attitudes and behaviour regarding risk management [% agree]

 Tech Risk: Are Companies Ready?

Q2:  How often does your board discuss future risk and its implications for your business?  At every board meeting / At least once a 
quarter / At least once every other quarter / Once a year

Q3:  Thinking about board meetings in the last 12 months, how often have you discussed the following?  
The company’s level of risk exposure, i.e. how much risk the company is willing to tolerate

Discuss risk issues during conversations about strategic planning
97%

Agree they have a diverse board with the right level of knowledge
94%

The risk team has the opportunity to provide broad risk advice to the board
89%

Discuss future risks at least once a quarter/at every board meeting
78%

Discuss company’s level of risk exposure always/more often than not
70%

See risk management as a functional process only
10%



Page 5 of 10AIG White Paper

While these findings appear to tell us that large companies are 
doing the right thing with regard to risk, particularly at board level, 
the risk manager view, reflected in the Airmic survey, highlights 
a key issue outside of the boardroom – risk integration and 
embedding. From a number of risk governance challenges, risk 
managers ranked ‘risk management and risk education not being 
fully integrated with wider business units’ and ‘risk culture not 
embedded within the organisation’ as areas of high concern.  
This is particularly important in relation to cyber risk, where 
employee education is critical.

The big question in the face of technological disruption to business 
models and companies – despite this good governance – is 
whether companies are really ready or not? The board can be 
doing things the right way but areas of significant risk mostly 
originate from outside the boardroom which is why integration  
and embedding is so critical.

With regard to cyber risk in particular, the Cyber Governance 
Health Check Report highlights the fact that over 60% of 
FTSE 350 companies do not regularly or actively consider or 
manage cyber risk at board level – it’s either a topic which the 
board listens occasionally on, hears about once or twice (not 
regularly), or it does not even warrant board level consideration. 
Research conducted by AIG last year among similar companies 
(Cyber: Joined Up?) also highlighted that cyber-security needed 
to be given greater prominence at board level, as well as 
drawing attention to the fact that nearly a third of companies 
were not confident about their understanding of the legal 
implications of a security breach.

Airmic believe that the adoption of an enterprise risk management 
approach to the management of intangible risks is essential. These 
risks rarely exist in risk silos – digital or cyber risk is not just an IT 
risk. Yet the ‘principal risks’ associated with the digital world and 
cyber are those where risk managers feel least confident in their risk 
management. Risk managers must grasp the knowledge that will 
allow them to contribute to relevant risk management decisions and 
activities at all levels with the organisation.

 Tech Risk: Are Companies Ready?

Risk managers must grasp the knowledge 
that will allow them to contribute to relevant 
risk management decisions and activities at 
all levels with the organisation

https://www.aig.co.uk/insights/captains-of-industry
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Facilitation of scenarios by subject matter 
experts supported by risk managers can 
supplement the knowledge of board 
members, especially in the more  
specialised and technical areas

3.   But only half of boards discuss third party/external views  
in relation to emerging risks to the company and sector. 

One area which raises some cause for concern is the relatively 
limited extent to which companies discuss external views 
within the boardroom. Only 28% of companies surveyed 
always, or more of ten than not, discussed reports from third 
party experts about the implications of emerging risks to the 
company and their business sector – with 50% discussing 
reports from third party experts less of ten than not, once a 
year or never. 

While the risk and governance mechanics are good,  
this apparent lack of outside-in thinking raises questions  
as to the kinds of risk discussion happening at board 
level. Are they future focussed enough? Are they mainly 
concentrated on the known unknowns? Will a status quo 
approach ef fectively mitigate against new disruptive  
tech threats?

With specific regards to technology risk, this behaviour also 
appears to be reflected in the Cyber Governance Health 
Check Report. It shows that over 70% of board discussions of 
cyber risk are underpinned with ‘very little insight’ or only ‘some 
information’ in relation to up to date management information 
and threat intelligence.

Airmic observe that scenario analysis is a powerful tool which 
can be used to help boards understand and stress test the 
potential impact of emerging risks. Facilitation of scenarios 
by subject matter experts supported by risk managers can 
supplement the knowledge of board members, especially in 
the more specialised and technical areas.

Q:  Thinking about board meetings in the last 12 months, how often have you discussed …reports from 
third party experts about the implications of emerging risks to the company and your business sector…

 Tech Risk: Are Companies Ready?

discuss third 
party views 
never/once  
a year/less  
often than not

50%
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4.  The insurance industry must do more to provide superior risk 
management and risk transfer solutions to maintain relevance  
to clients in a changing world  

 Tech Risk: Are Companies Ready?

Within the context of commercial insurance supporting business 
strategy, the clear majority of senior business leaders see the 
role of insurance as protecting their company against the  
impact of business interruption (62% rated this as most important 
and 17% second most important).  The second most prevalent  
view of insurance was that it was required to meet duty of care 
and compliance commitments (22% rated this as most important 
but 52% rated this as second most important).  

Finally, only 15% rated commercial insurance as playing a vital 
role in helping their company meet its strategic business goals. 
Over half (56%) ranked commercial insurance third (and last of 
the three statements) in terms of playing this role and only 28% 
rated this role second. These results for the three roles suggests 
that insurance is seen largely as a defensive mechanism as 
opposed to a business enabler.

Q:  What is your company view of the role of commercial insurance in terms of supporting business 
strategy? [% Ranking as most important]

62%
To protect against the impact of business interruption 

Required to meet compliance and duty of care commitments
22%

Plays a vital role in helping our company achieve its strategic business goals
15%
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 Tech Risk: Are Companies Ready?

Q:  Please prioritise the following three factors in order of importance when choosing insurance for your 
company [% Ranking as most important]

Comprehensiveness of cover is seen as the most important factor 
in the choice of business insurer by this audience with 55% rating 
as first choice. This is followed by the knowledge and experience 
of the insurer and finally price. This feedback suggests that senior 
business leaders want the reassurance of wide cover provided by 
specialist expertise, obviously at an acceptable price.  

We are concerned that insurance continues to perform 
its traditional indemnity and risk transfer role in a world that 
is rapidly changing in terms of risk profile and response. 
Comprehensiveness of cover in today’s and tomorrow’s world is 
different to that of the past. We believe that more needs to be 
done to integrate risk transfer and risk management services 
through one policy to the client, to provide solutions that can be 
effective in for companies facing increasing vulnerabilities due  
to disruptive technology.

Airmic survey responses reflect this perspective. ‘Lack of 
innovation in the insurance market’ was risk managers’ top 
concern among a number of statements regarding today’s 
insurance market, with 59% rating it of most concern. 
Separately, relevance of cover was the second bottom response 
in relation to which areas of the insurance market have improved 
in the last three years (with market capacity coming out top). Risk 
managers have concerns about the adequacy of coverage for 
risks such as cyber. It is up to insurers to innovate more in this area, 
not only with regards to wordings but also via risk partnerships to 
ease mitigation.

Furthermore, insurance should be a recurring item on the board 
room agenda. Insurance contracts are among the largest and 
most complex commercial contracts that many organisations enter 
into. They demand board level attention to ensure that they are fit 
for purpose – the efficient and effective payment of a claim can 
underpin the continuing financial success of the organisation – or 
even its survival.

A major issue for the insurance industry, from AIG’s perspective, 
is making sure that insurers gain sufficient insight into evolving and 
emerging risks. This is vital for the industry to have the confidence 
to innovate around the protection that companies require.

There is one final point to make on the importance of insurance 
to companies and how they deal with both tech risk and risk in 
general – and it relates to the Insurance Act 2015, which represents 
the most fundamental change to the relevant law in over a century. 
Under the Act, insureds are compelled to understand their risks in 
greater detail – insureds must declare every material circumstance 
that they know or ought to know. This is a real opportunity for risk 
managers and insurers alike, as it places them at the centre of the 
web of information – and in order to fulfil their role, helps to 
ensure that insurance is elevated to the board agenda. 

A major issue for the insurance industry…  
is making sure that insurers gain sufficient 
insight into evolving and emerging risks

55%
Comprehensiveness of cover 

The knowledge / experience of the insurer
30%

The price
11%
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Five questions companies should be asking 
themselves in relation to disruptive tech risk

Is your risk function focused enough on potential disruptions to your  
company’s business model?

Are you happy your board is accessing the appropriate amount of  
external information in relation to emerging risks?

Is there a strong enough dialogue between the board, Risk Manager  
and the company’s Chief Information Officer?

Do you see your insurer as a risk and risk prevention partner or  
purely as a product provider?

Does your insurance cover offer the right blend of insurance indemnity  
and risk mitigation services in relation to Cyber risk, and is there the  
appetite to assess and help bridge the gaps from broker, insurer and client?

WHY AIG

For more information on how innovative 
technology and the Internet of Things  
are changing both the world we live  
in and the risks we face visit   
https://www.aig.co.uk/why-aig#better

 Tech Risk: Are Companies Ready?

https://www.aig.co.uk/why-aig#better
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