Bronwen Maddox, editor of Prospect introducing the
AIG sponsored event ‘Cybercrime and cyberattack—
the threat to our financial system’

Cyber security: mapping
the unknowable risk
Hackers can now infiltrate cars through their radios.
mark camillo

T

here used to be a “lurking” threat to our cyber security. It is no longer just lurking; companies and
cyberattackers are now in an ongoing war. Its scale
is enormous, and the techniques deployed by those
fighting it are incredibly intricate. The challenges
it presents will be a part of everyday life for all individuals, entities, corporations and governments in the coming decades. However, even in this “new reality,” there are ways we can protect
ourselves. In fact, there are ways in which we can “win.”
Cyber security is an issue born of the internet-age. As the
connectivity revolution creates tremendous opportunities for
industry and economic development, it also poses new challenges for risk managers and insurers. With between ten and 20
billion devices currently connected to the internet (estimated
to rise to 40 to 50 billion by 2020), there are tens of billions of
access points at which cyber criminals can potentially enter a
business’ enterprise system, an individual’s private information
store or any government’s sensitive databases.
It is no surprise that David Cameron set out an emphasis on
cyber security in the government’s Strategic Defence and Security Review in November. His allocation of an extra £1.9 bil-

lion to be spent on cyber security should be a strong signal to all
governments and corporations that this issue is centre-stage. It
should be squarely on the agenda of every CEO and every Board
across all industries. We must address it now or otherwise face
severe consequences.
Cyber extortion and hacking have become significant challenges for companies. As criminals infiltrate company systems
and charge a ransom for the return of sensitive information they
are often not only harming the company’s reputation, damaging shareholder value and undermining the company’s work, but
also affecting the lives of millions of consumers. With objects and
devices increasingly connected there is also a high risk of hacking imperilling physical property and assets, even lives.
Earlier this year two hackers were able to infiltrate a Jeep
Cherokee through its radio and remotely access its transmission,
air conditioning and other systems. This caused the recall of 1.4
million vehicles, and isn’t the only instance of hackers gaining
control of vehicles. Cyber security researchers found six flaws
in Tesla’s Model S cars that made them vulnerable to hacking.
These “white hat” hackers were able to manipulate the car’s
speedometer to show the wrong speed, lock and unlock it, turn

it on and off and bring it to a stop while driving. This is particularly worrying given that Tesla is well regarded for having less
vulnerable software than other automakers. The company has
since issued a security patch preventing these breaches. These
problems that were inconceivable half a decade ago are no longer
science fiction; they are a business fact.
Increasingly companies should be concerned with covering
the income lost through cyberattacks, not just with remedying
data breaches.
What can companies do to prepare for unknowable future
risk? The implications of the threat are so far-reaching that a vigilant attitude towards cyber security must be embedded within
the culture of an organisation. This should be driven, led and prioritised by its Board and senior executives.
Risk managers must work with other key stakeholders across
their organisation and with their insurance advisers to build a
comprehensive cyber security strategy. This should include insur-

ance cover that helps when hacking occurs, and access to education and tools that enhance existing security practices already
developed by IT departments. The cyber-attack threat is changing and growing, but so is the protection and education provided
by insurers, insurance advisers and cyber security experts.
Detailed scenario planning is essential. Organisations must
highlight gaps, vulnerabilities and potential impacts on the business and plan what to do if the worst does happen. Good advice to
any organisation is: do everything possible to improve your cybersecurity, but also prepare to respond when a cyber-attack comes.
Your company will be much better positioned to recover quickly.
Mark Camillo is Head of Cyber at AIG EMEA
On Tuesday the 1st of March 2016, Prospect worked with AIG and the
City of London Corporation to host a discussion at Livery Hall in the City of
London on the threat and impact of cyberattacks on the financial sector.
You can read an article drawn from the discussion by visiting this page.
For more information on this event or upcoming discussions, please email
events@prospect-magazine.co.uk

Why sensible criminals
choose cybercrime
At Prospect’s recent event, experts discussed cyber threats to our financial system.
tanjil rashid

T

his week the former Head of MI5, Jonathan Evans,
claimed that cybercrime constituted “the biggest
and likeliest threat” to the British economy. Speaking at a Prospect event entitled Cybercrime and
cyberattack—the threat to our financial system,
to an audience at The City of London’s Guildhall on 1st March,
Evans said that it was “now easier to attack banks cybernetically
than physically.”
In his keynote speech, Evans warned British companies that
cyber-enabled crime is now more lucrative than crime committed in the real world. “It is much more profitable to attack a
financial institution through cyberspace than through a traditional bank raid,” he said. He also remarked how the difficulty of
landing a successful prosecution in cases of cybercrime is enticing criminals. “If you are a sensible criminal, you will make the
internet your attack vector,” he said.
Beyond financially-motivated law-breaking, Evans outlined the diversity of other threats posed by cybercrime. Mark
Camillo, Head of Cyber at AIG, argued that to best protect
themselves against such threats businesses must ask themselves “What is good cyber hygiene?” He drew attention to the
existing cyber security frameworks published by, among others,
the government, but suggested such frameworks needed to be
“more adaptable.”
Formerly one of Britain’s top spies, Evans spoke of how information technology has increased the threat of espionage, which
has shifted from “a very analogue activity” to what is now “a
very cyber activity.” Stealing information from governments
and companies digitally is now more effective and cheaper than
doing so using traditional methods, as well as having, he argued,
“the great advantage of deniability,” with cyber espionage proving very difficult to attribute. He noted that financial institutions
were no less at risk than companies in the defence contractor

world, because states are now using cyber espionage to gain commercial advantages, as well as political or military ones.
Evans contended that cyberterrorism is the threat most likely
to grow in the years to come. The UK’s director of international
counter terrorism at the time of the terrorist attacks on 11th September 2001, he observed that although Al-Qaeda and Daesh
have declared days of cyber jihad, the classic terrorist groups
haven’t been using cyber attacks on national infrastructure and
financial services at “anything like the level expected.” But, he
predicted, “their time will come,” noting how terrorists have
demonstrated an interest in targeting banks.
Related to cyberterrorism, Evans pointed out the more frequent—but softer—phenomenon of anti-establishment activity
known as “hacktivism.” He argued that although it is regarded
as “relatively harmless,” it can in fact be “deeply embarrassing
to governments.” Collectives such as Anonymous have hacked
US, Canadian and Israeli government agencies and companies,
securing propaganda victories for various campaigns (including
one for the legalisation of marijuana). This may affect the financial sector, being as it is the target of many political campaigns.
The final sphere of cybercrime that Evans outlined concerned military campaigns. “There are no interstate conflicts
of any intensity today that do not have a cyber component,” he
declared, adding that this was an area of rapid investment for the
UK military. He described how states worldwide are outsourcing
and developing their own attacks.
He explained how, in all of these cases, cybercrime is being
enabled by the burgeoning “dark web,” a portion of the internet
that is unindexed and unregulated, noting “the thriving market
for cyber attack capabilities.” Attacks on states and companies
can now be purchased or rented from mercenary cyber criminals
alongside classified and commercially sensitive stolen material.
Given the relative ease with which cybercrime can be com-
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mitted, Evans urged every company “to think about its risk
exposure.” He advised that a successful anti-cybercrime strategy rested on two elements: knowledge of what is happening on
a company’s own networks and knowledge of what is happening
in the “hacker community.”
In a wide-ranging discussion afterwards chaired by Prospect
editor Bronwen Maddox, senior figures in the field of cybercrime
echoed and supplemented the points raised in Evans’s speech.
Mark Boleat, Policy Chairman of the City of London Corporation, emphasised the threats to the financial sector in particular. “We will have another financial crisis,” he predicted, “and it
may well be cyberconnected.”
Boleat also noted the inadequacy of crime figures in fully
reflecting cybercrime. “Crime figures are going down, while
cybercrime is on the up,” he noted. Commander Chris Greany,
National Coordinator for Economic Crime with the City of London Police acknowledged the need for statistics to reflect the
magnitude of the problem, welcoming the fact that the Crime
Survey is to register cyber fraud from this year. According to
the Crime Survey’s test data, there were 2.5 million cybercrimes
committed in England and Wales last year, none of which were
registered in the overall crime figure for 2015 numbering at

6.5 million. He also picked up on the issue of rising cybercrime
from a law enforcement perspective. “[Cybercrime] is the only
crime where, culturally, citizens are not doing what they should
be,” he said, likening businesses’ lack of appropriate precautions
to “leaving the front door open.” The majority of cybercrime —
up to 70%, in Greany’s view—could be prevented.
There were a number of notable audience contributions. One
member of the audience proposed that insurance companies
could be harnessed for good, using their terms to force companies to take measures to prevent cybercrime. Another audience
member asked who was responsible for cyber security at a time
when most infrastructure is privately owned. On this question,
none of the panel members could agree, indicating the difficulty
of addressing the threat of cybercrime in the 21st century.
This article is drawn from a Prospect discussion held in conjunction with
AIG and the City of London Corporation on Tuesday the 1st of March 2016
at Livery Hall in the City of London’s Guildhall. This event explored the
threat and impact of cyberattacks on the financial sector and featured
a keynote address from Lord Evans of Weardale, former head of the
Security Service. You can read an article highlighting the importance of
dealing with cyberthreats at board level by visiting this page. For more
information on this event and upcoming Prospect discussions, please
email events@prospect-magazine.co.uk
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