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“Applicant” refers individually and collectively to each person or entity proposed for this insurance.  The completed information provided in this Application will be used to determine the Insurance Sought.  “Insurance Sought” refers to the coverage part(s) providing coverage for the insurance coverage components applied for by the Applicant (as indicated in Exposure Question 4 or otherwise). “Insurer” shall mean the insurance company affiliate of American International Group, Inc. that issues the policy to the Applicant based on this Application.

Notwithstanding any information provided in this Application or any written statement, materials or documents provided in connection herewith and incorporated by reference into this Application, any coverage as afforded to the Applicant, if given, shall be solely as set forth in the terms, conditions and exclusions of the proposed policy of insurance provided to the Applicant, and by no other material.
ABOUT THIS DOCUMENT
The answers to the questions on this application are used by the Insurer to assess the threat, business impact, and control effectiveness landscapes of the Applicant for the purposes of assessing overall cyber risk and to provide or improve risk management products, services or program offerings.
 
Depending on an Applicant’s industry, size, and exposure characteristics, the Insurer may be able to make certain assumptions about the Applicant’s threat and business impact landscapes and waive some or all of the Threat and Impact sections and associated questions.  Depending on the Applicant, the Insurer’s assumptions may under- or overstate the risk.  Even if the Insurer is able to waive some or all of the Threat and Impact sections and corresponding questions, the Applicant will have the option to explicitly answer those questions if it would prefer.
 
At the completion of the underwriting process, the Applicant may request a report summarising the Insurer’s assessment of the Applicant’s cyber risk based on the responses provided in this Application, regardless of whether the Applicant is offered or purchases cyber insurance from the Insurer.Before continuing on to the Exposure Questions, please complete General Information section below. All questions that have a red asterisk are mandatory and require an answer to complete electronic signature.
General Information
Full Name of Applicant:
Mailing Address:
Applicant’s Web Page(s):
Applicant’s Ownership Structure:
Name of Applicant’s parent organisation:
Applicant’s parent organisation’s estimated annual revenue:
Please specify:
Applicant’s Contact/Risk Manager:
Name:
Title
E-mail:
By providing an email address, an Applicant for cyber insurance consents to AIG sending instructions to the contact on how to access the AIG Cyber Portal.  In order to receive a report summarising the results of the Insurer’s assessment of the Applicant’s cyber risk, the contact must provide an email address.  Supplying an email address in connection with AIG’s Cyber Insurance Application will not result in any emails being sent to the contact, other than specified above, unless the contact opts to receive additional communications.
Exposure Questions
The Exposure and Applicability sections below are required for all Applicants in order to receive a quote for cyber insurance. 
Application Tip: Exposure Questions that do not apply – because they concern assets or records the Applicant indicated they do not have, or address exposures the Applicant does not desire coverage for – will not appear, but the numbering of questions will not change; accordingly, the numbering of questions may “skip” – this is normal.
1
*
Select the primary Industry Vertical that best represents the Applicant:
(select only 1 answer; if the Applicant operates in more than one vertical, they can elect to provide more detail in Question #2)
2
If the Applicant would prefer to be considered as operating in multiple Industry Verticals, enter the estimated percent of revenue associated with each vertical:
(Total % revenue must equal 100% or the Applicant will be assessed as the primary Industry Vertical from Question #1)
3
*
Enter the Applicant’s estimated annual revenue:
Submit audited financials to the Insurer with this Application.
4
*
Select the cyber insurance coverage components the Applicant is requesting:
Non-Physical Cyber
Physical Cyber
Cyber Extensions
5
*
Enter the Applicant’s number of employees:
6
*
Select the region(s) the Applicant operates in:
(select all that apply)
7
*
Select the type(s) of records that the Applicant collects, processes, stores, or are transferred within the Applicant’s environment, including records collected, processed, or stored by others for the Applicant. (select all that apply).
8
*
Enter the approximate number of unique PII records which would be considered EMPLOYEE records that are processed, stored, and/or transferred within the Applicant’s environment:
9
*
Enter the approximate number of unique PII records which would be considered CUSTOMER records that are processed, stored, and/or transferred within the Applicant’s environment:
10
*
Enter the approximate number of unique PCI transactions that are completed per year by the Applicant (in aggregate across all business groups):
11
*
Is the Applicant PCI DSS 3.x Certified at its defined Merchant Level?
12
*
Enter the approximate number of unique HI records which would be considered EMPLOYEE records that are processed, stored, and/or transferred within the Applicant’s environment:
13
*
Enter the approximate number of unique HI records which would be considered CUSTOMER records that are processed, stored, and/or transferred within the Applicant’s environment:
14
*
Enter the approximate number of unique Government Classified records that contain secret or sensitive information are processed, stored, and/or transferred within the Applicant’s environment:
15
*
In the event of a PII-, PCI-, and/or HI-related data breach at the Applicant, is the Applicant required by law or regulation to disclose the data breach within 7 days of breach discovery?
16
*
In the event of a PII-, PCI-, and/or HI-related data breach at the Applicant, is the Applicant required by law or regulation to provide ID protection services for associated victims of the data breach?
17
*
In the event of a PII-, PCI-, and/or HI-related data breach at the Applicant of 500 records or more, is the Applicant required by law or regulation to conduct a forensics investigation?
18
Enter the following information for the Applicant’s Chief Information Security Officer (CISO), or equivalent employee, that is responsible for maintaining the Applicant’s cybersecurity posture.
Name:
*Title:
E-mail:
By providing an email address, an Applicant for cyber insurance consents to AIG sending instructions to the contact on how to access the AIG Cyber Portal.  In order to receive a report summarising the results of the Insurer’s assessment of the Applicant’s cyber risk, the contact must provide an email address.  Supplying an email address in connection with AIG’s Cyber Insurance Application will not result in any emails being sent to the contact, other than specified above, unless the contact opts to receive additional communications.
19
Enter the Applicant’s:
Total number of officers in the organisation:
Total number of employees who handle, have custody of or maintain records of money, securities or other property:
Total number of directors, trustees, officers, employees, administrators and managers who handle funds or other property of employee benefit or pension plans:
Daily average number and GBP amount of wire transfers:
Domestic (Number):
Domestic (£ Amount):
Foreign (Number):
Foreign (£ Amount):
20
Enter the percentage of the Applicant’s overall revenue that is from "processing" or "manufacturing" equipment which is controlled by Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA), Operational Technology (OT), critical Servers and Applications, and/or Critical Internet of Thing devices:
21
Enter the percentage of the Applicant’s utilities (such as water, gas, or electricity) that is monitored or adjusted via Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA), Operational Technology (OT), critical Servers and Applications, and/or Critical Internet of Thing devices:
22
Enter the approximate cost to replace the building(s), stock, machinery, and/or equipment for ALL of the Applicant’s locations:
Enter the approximate cost to replace the building(s), stock, machinery, and/or equipment for the Applicant’s largest (or most critical) location:
23
Enter the number of individual facilities/locations the Applicant operates:
Enter the number of employees in the Applicant’s largest facility:
24
Enter the percentage of the Applicant’s revenue that would be impacted if the Applicant’s largest (or most critical) location became inoperable for a period of twelve (12) months:
25
Has the Applicant experienced a cybersecurity incident which resulted in physical (tangible) damage to the Applicant’s property within the last 5 years?
a.  Enter the total incurred loss over the last 5 years:
b.  Enter the number of cybersecurity incidents which caused physical damage over the last 5 years:
c.  Submit loss runs for the last 5 years (with a valuation date within 90 days of the required effective date) to the Insurer with this Application.
26
For each type of device/appliance below, indicate the approximate number of units  - either components or finished products - that are network connected and manufactured (or in the case of software, licensed) by the Applicant annually:
a.  Healthcare Devices (including life support systems, insulin drips, health monitoring systems, etc.): 
b.  Onboard Systems (operating systems which control vehicles):
c.  Industrial Control Systems (ICS), Supervisory Control & Data Acquisition (SCADA), or Operational Technology (OT) or related components:
d.  Other IoT devices:
27
Does the Applicant provide healthcare services or otherwise treat patients?
a.  Enter the average number of beds occupied annually:
b.  Enter the average number of surgical procedures performed annually:
c.  Enter the average number of radiological procedures performed annually:
d.  Enter the average number of prescriptions filled annually:
28
Does the Applicant operate refineries?
a.  Enter the total number of barrels per day (Bbls) processed by the Applicant:
b.  Enter the number of refineries the Applicant maintains or operates:
c.  What percentage of the Applicant’s refineries is within or near a body of water?
d.  What percentage of the Applicant’s refineries is within or near a major population centre (such as city or large town)?
29
Does the Applicant operate pipeline infrastructure?
a.  Enter the age of the Applicant’s pipeline infrastructure (in years):
b.  Enter the average diametre of the Applicant’s pipeline (in metres):
c.  Enter the average depth of the Applicant’s pipeline (in metres; specify -1 if above ground):
d.  Enter the length of the Applicant’s pipeline infrastructure (in kilometres):
e.  What is the Applicant’s insurable interest in the pipeline infrastructure?
f.   What percentage of the Applicant’s pipeline is within or near a body of water?
g.  What percentage of the Applicant’s pipeline is within or near a major population centre (such as city or large town)?
30
Does the Applicant operate power plants?
a.  Enter the number of coal, nuclear, solar, hydroelectric, wind, or alternative-energy power plants the Applicant operates or maintains:
b.  Enter the number of the Applicant’s power plants that are within or near a body of water:
c.  How many of the Applicant’s power plants are within or near a major population centre (such as a city or large town)?
d.  What is the Applicant’s insurable interest in the power plant(s)?
31
Does the Applicant operate mining sites?
a.  Enter the number of mining sites the Applicant maintains or operates:
b.  Enter the number of the Applicant’s mining sites that are within or near a body of water:
c.  How many of the Applicant’s mining sites are within or near a major population centre (such as a city or large town)? 
d.  Enter the number of the Applicant’s mining sites that are underground mining sites:
e.  Enter the number of the Applicant’s mining sites that are surface mining sites:
f.  What is the Applicant’s insurable interest in the mining site(s)?
32
Does the Applicant operate drilling and/or hydraulic fracturing (‘fracking’ hereafter) sites?
a.  Enter the number of fracking or drilling sites the Applicant maintains or operates:
b.  Enter the number of the Applicant’s fracking or drilling sites that are within or near a major body of water:
c.  How many of the Applicant’s fracking or drilling sites are within or near a major population centre (such as city or large town)?
d.  What is the Applicant’s insurable interest in the fracking or drilling site(s)?
33
Has either i) the Applicant, or ii) the Applicant’s customers using the Applicant’s connected products, experienced a cybersecurity incident in the last 5 years which resulted in bodily injury and/or physical (tangible) property damage to either customers or third parties for which the Applicant was alleged liable?
a.  Enter the total incurred loss over the last 5 years:
b.  Enter the number of cybersecurity incidents which caused bodily injury/physical property damage over the last 5 years:
c.  Submit loss runs for the last 5 years (with a valuation date within 90 days of the required effective date) to the Insurer with this Application.
34
Does the Applicant have an employee designated as a Data Protection Officer (DPO)?
35
In order to comply with the GDPR, does the Applicant do the following? (select all that apply)
Enter any additional detail here:
Applicability Questions
1
*
Select the type(s) of assets that exist within the Applicant’s organisation:  (select all that apply)
2
Based on the Applicant’s answers in the Exposure section, the Insurer is able to waive some or all of the Threat and Impact sections and corresponding questions; would the Applicant prefer to skip those questions which can be waived, or answer every question?
Based on the Applicant’s answers in the Exposure section, the Insurer cannot waive any of the Threat and Impact sections and corresponding questions.
Outsource Provider/Dependent Business Information
If coverage for service interruption and/or dependent business interruption is desired, select the Company and the corresponding Service Provided/Dependency in the table below.  If a Company or Service/Dependency is not in the list, use the “Other” selection, and enter the name/service/dependency to the right. 
 
Application Tip: While not required to receive a quote for cyber insurance, service interruption and/or dependent business interruption coverage specifically may be limited or not offered without this information.
1
*
Does the Applicant depend on any Outsourced Service Providers?
2
Enter Companies and Service Provided/Dependency below:
Company Name
Service Provided/ Dependency
[Other Provider]
[Other Service]
Threat Questions
The Threat Questions below are intended to help the Insurer refine its assessment of the threat landscape by understanding how frequently an Applicant experiences attacks/events (whether successful or unsuccessful) and how that frequency compares to industry averages. 
 
Note the applicant is not being asked to warrant as to whether such attacks/events have occurred, but instead represent their threat landscape.If more than one event identified in a question has occurred, answer the question with respect to the most recent event.  The Applicant may answer “do not know or do not wish to disclose” if Applicant is not able to identify whether such attacks/events have occurred or does not want to disclose information on the Applicant’s threat landscape.
 
Application Tip: Threat Questions that do not apply – because they concern assets the Applicant already indicated they do not have – will not appear, but the numbering of questions will not change; accordingly, the numbering of questions may “skip” – this is normal. 
Threat
Yes, within the last 7 days
Yes, within the last 7 days
Yes, within the last 8-30 days
Yes, within the last 8-30 days
Yes, within the last 31-90 days
Yes, within the last 31-90 days
Yes, within the last 91-365 days
Yes, within the last 91-365 days
No,
(the Applicant has not experienced such an attack in the last year)
No,(the Applicant has not experienced such an attack in the last year)
Do Not Know  or  Do Not Wish to Disclose
Do not know (the Applicant does not monitor or record these events)
1
Does the Applicant have knowledge that one or more of its Web Applications was the target of an attack?  For the purposes of this question, "attack" means an attempt by unauthorised users to expose a weakness within the web application to gain access to information, alter configurations, and/or disrupt availability.
2
Does the Applicant have knowledge that one or more of its Point of Sale Systems (PoS Terminals, PoS Controllers, etc.) were targeted by a remote attack?  For the purposes of this question, "attack" means a remote attempt by unauthorised users to gain access to Payment Card Information; this does not include physical tampering.
3
Does the Applicant have knowledge that an Employee or Contractor may have used their account privileges to conduct an unapproved action or malicious activity to exfiltrate data, modify the behavior of systems, and/or modify data?
4
Does the Applicant have knowledge that an Employee or Contractor unintentionally exposed PII, HI, PCI, or other confidential records and/or unintentionally caused a system or network to behave incorrectly, causing any business impact?
5
Does the Applicant have knowledge that any of its Information Assets (such as laptops, mobile phones, servers, IoT devices, removable storage devices, etc.) went missing through misplacement or theft?
6
Does the Applicant have knowledge that malware infected one or more of its Information Systems (such as servers, application, laptops, desktops, mobile phones, etc.) for the purpose of exfiltrating data, stealing credentials, encrypting data (as related to ransomware), and/or modifying system behavior?
7
Does the Applicant have knowledge that a skimming device was physically implanted on an asset (such as a PoS terminal, ATM, gas pump) that reads magnetic stripe data from a payment card?
Yes, within the last 91-365 days
Do not know (the Applicant does not monitor or record these events)
8
Does the Applicant have knowledge that an actor attempted to gain unauthorised access to one or more Information Systems for the purpose of stealing confidential business information (such as trade secrets, intellectual property, financial records or other non-public information)?
9
Does the Applicant have knowledge that a Denial of Service (DoS) or Distributed Denial of Service (DDoS) attack intended to compromise availability of one or more of its Information Systems has occurred?
10
Does the Applicant have knowledge of any other significant cyber-related incident, which was not already covered in the previous nine questions, which caused some type of confidentiality issue, integrity issue, and/or availability issue?
Impact Questions
The Impact Questions below are intended to help the Insurer refine its assessment of the Applicant’s business impact landscape in the event of a cyber incident.  Impact Questions that do not apply – because they concern assets the Applicant already indicated they do not have – will not appear, but the numbering of questions will not change; accordingly, the numbering of questions may “skip” – this is normal.
In considering the scenarios described in questions 1 through 12, respond with the shortest period of time before the described event is likely to interfere with business production.
Impact
0 to 59 seconds
0 to 59 seconds
1 to 59 minutes
1 to 59 minutes
1 to 7 hours
1 to 7 hours
>7 to 24 hours
>7 to 24 hours
>1 to 7 days
>1 to 7 days
> 7 days
> 7 days
1
If one or more of the Applicant’s Web Applications became unavailable during business hours, how long would it take to interfere with business production?
2
If one or more of the Applicant’s Point of Sale Systems became unavailable during business hours, how long would it take to interfere with business production?
3
If 10% or more of the Applicant’s end user systems became unavailable during business hours, how long would it take to interfere with business production?
4
If one or more of the Applicant’s terminal systems became unavailable during business hours, how long would it take to interfere with business production?
5
If the Applicant’s offline data or removable media became unavailable, how long would it take to interfere with business production?
6
If the Applicant’s external, internal, and/or partner network(s) became unavailable, how long would it take to interfere with business production?
7
If the Applicant’s critical servers or applications became unavailable, how long would it take to interfere with business production?
1 to 7 hours
8
If 10% or more of the Applicant’s people became unavailable, how long would it take to notice a business impact?
9
If the Applicant’s SCADA, ICS, or OT devices became unavailable, how long would it take to interfere with business production?
10
If the Applicant’s Healthcare Devices became unavailable, how long would it take to interfere with patient care?
11
If the Applicant’s Onboard Systems became unavailable, how long would it take to interfere with business production?
1 to 59 minutes
12
If the Applicant’s Critical IoT devices became unavailable, how long would it take to interfere with business production?
13
Within the Applicant’s organisation, which assets process, store, or transfer PII records?  (select all that apply)
14
Within the Applicant’s organisation, which assets process, store, or transfer PCI records?  (select all that apply)
15
Within the Applicant’s organisation, which assets process, store, or transfer HI records?  (select all that apply)
16
Within the Applicant’s organisation, which assets process, store, or transfer Government Classified records?  (select all that apply)
Please select all that apply.
In considering the scenarios described in questions 17 through 33, respond with the worst impact the Applicant would reasonably expect to occur.
 
Application Tip:  Hover over column headers to see further description of answers.
Impact
Catastrophic
Great damage, such as loss of life or property, that is usually unrepairable
Damaging
Broad financial or property damage
Moderate
Isolated financial or property damage
Marginal
Minimal financial or property damage that barely impacts the business
Insignificant
No impact to the business
17
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s Network?
18
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s Critical Web Applications?
19
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s PoS Systems?
20
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s Critical Servers (including Critical Applications running on those servers)?
21
How impactful to the Applicant would it be if someone or something altered the behavior the Applicant’s End User Systems?
22
How impactful to the Applicant would it be if someone or something modified or erased the data within the Applicant’s offline data (removable media) and/or tampered with backup/archive logs?
23
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s Terminal Devices?
24
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s SCADA, ICS, or OT Devices?
25
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s Healthcare Devices?
26
How impactful to the Applicant would it be if someone or something altered the behavior of the Applicant’s Onboard Systems?
27
How impactful would it be if someone or something altered the behavior of the Applicant’s Critical IoT Devices?
28
How impactful would it be if someone or something altered the behavior of the Applicant’s Non-Critical IoT Devices?
29
How impactful to the Applicant would it be if a fraudulent transaction was created by leveraging an end-user system, critical server/application, critical web application, PoS system, the network, and/or terminals?
30
How impactful to the Applicant would it be if credentials, configurations, privileges, accounts, and/or data were modified within the Applicant’s end-user systems, critical servers/applications, critical web applications, PoS systems, the network, and/or terminals?  This includes misrepresentation and misappropriation.
31
How impactful to the Applicant would it be if an unauthorised change was made or a configuration error occurred within the Applicant’s SCADA, ICS, OT, Healthcare Devices, Onboard Systems, and/or Critical IoT devices?
32
How impactful to the Applicant would it be if credentials, configurations, privileges, accounts, or data were modified, an unauthorised change was made, or a configuration error occurred within the Applicant’s Non-Critical IoT devices?
Insignificant
33
How impactful to the Applicant would it be if someone in the Applicant’s organisation (accidentally or purposely) provided an unauthorised person (an outsider, employee, partner, or system) with credentials, confidential/proprietary data, and/or other confidential organisational information?
Answering control effectiveness questions will allow the Insurer to better understand and assess the Applicant’s cyber risk, but answering is not required; all of the questions in the Control Effectiveness sections are OPTIONAL (see Application Tip # 1 below).   The Control Effectiveness Questions are organised into groups that generally correspond to the assets the Applicant has indicated they have.    Application Tip # 1: High priority questions in control effectiveness section have a     around the question number for identification purposes; it is recommended that these questions are answered.   Application Tip# 2: We understand that it may be challenging to answer the Control Questions with a Yes or No, and as such, Applicants should answer the questions with responses they believe are the most representative of the implementation of that control in the Applicant’s organisation. If an Applicant would like to provide additional commentary on a specific question, please provide such commentary as an addendum when the application is submitted. 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Control Effectiveness – General Cybersecurity Questions
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1
Does the Applicant actively manage all hardware devices on the network (including wireless networks) so that only authorised devices are given access, and unauthorised and unmanaged devices are found and prevented from gaining access?
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2
Does the Applicant actively manage all software on the network (including wireless networks) so that only authorised software is installed and can execute, and that unauthorised and unmanaged software is found and prevented from installation or execution?
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3
Does the Applicant establish, implement, and actively manage the security configuration of laptops, servers, and workstations using a rigorous configuration management and change control process in order to prevent attackers from exploiting vulnerable services and settings?
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4
Does the Applicant have an information security management system that includes a process to continuously acquire, assess, and take action on new information in order to identify vulnerabilities, remediate, and minimise the window of opportunity for attackers?
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5
Does the Applicant track, control, prevent, and correct the use, assignment, and configuration of administrative privileges on servers, applications, end user systems, terminals, and network devices?
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6
Does the Applicant collect, manage, and analyse audit logs of events that could help detect, understand, and/or recover from an attack?
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7
Does the Applicant monitor for and alert when there is unusual user behavior, data exfiltration, and content transfers?
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8
Does the Applicant minimise the attack surface and the opportunities for attackers to manipulate human behavior through the interaction with web browsers and email systems?
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9
Does the Applicant scan and block malicious email (including embedded links and attachments) via an email gateway, and block unauthorised websites via a URL filter?
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10
Does the Applicant reduce the chance of spoofed emails by implementing SPF (sender policy framework) or DMARC?
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11
Does the Applicant control the installation, spread, and execution of malicious code at multiple points in the enterprise, while optimising the use of automation to enable rapid updating of defense, data gathering, and corrective action?
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12
Does the Applicant track, control, and correct the ongoing operational use of ports, protocols, and services on networked devices in order to minimise windows of vulnerability available to attackers?
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13
Does the Applicant perform monthly risk assessments to determine if its firewalls are blocking all unnecessary services (i.e. TCP and UDP services that are not required for business functionality)?
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14
Does the Applicant both backup critical information and have a tested method for timely recovery of critical data?
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15
Does the Applicant implement and actively manage the security configuration of network infrastructure devices using a rigorous configuration management and change control process in order to prevent attackers from exploiting vulnerable services and settings?
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16
Does the Applicant require the use of multifactor authentication for all critical network devices?
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17
Does the Applicant detect, prevent, and correct the flow of information transiting networks of different trust levels?  This includes network segmentation
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18
Does the Applicant require the use of multifactor authentication for all remote login access (such as VPN and cloud services)?
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19
Does the Applicant have the processes and tools in place to prevent data exfiltration, mitigate the effects of exfiltrated data, and ensure the confidentiality and integrity of sensitive information?
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20
Does the Applicant use both a network-based DLP solution to monitor and control the flow of data and standard network-based solutions to control and monitor for unauthorised use of encryption and attempts to exfiltrate data?
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21
Does the Applicant track, control, prevent, correct, and secure access to critical assets (e.g., information, resources, systems) with an established policy to determine which persons, computers, and applications have a need and right to access these critical assets based on an approved data classification?
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22
Does the Applicant track, control, prevent, and correct the insecure use of wireless local area networks, access points, and wireless client systems?
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23
Does the Applicant actively manage the life-cycle of system and application accounts (including their creation, use, dormancy and deletion)?
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24
Does the Applicant require that all employees go through cyber security training at least annually and including specific training related to data handling, email usage, internet usage, end user device usage, phishing, and other social media threats?
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25
Does the Applicant manage the security life cycle of all software (whether developed in-house or acquired)?
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26
Does the Applicant participate in a cybersecurity threat, vulnerability, and incident sharing program to improve risk assessment, monitoring, and incident response?
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Does the Applicant protect information by developing and implementing an incident response infrastructure (e.g., plans, defined roles, training, communications, and management oversight)?
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Does the Applicant periodically test the overall strength of defenses by simulating the objectives and actions of an attacker (at least annually)?
Control Effectiveness – Web Application Questions
.\Images\mystar-new.jpg
1
Does the Applicant perform monthly web application asset discovery scans?
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2
Does the Applicant perform monthly (or more frequent) web application risk assessments to update the web application software inventory and remove (or update) unauthorised or outdated web application software (including plug-ins)?
.\Images\mystar-new.jpg
3
After each web application risk assessment, does the Applicant develop a prioritised web application vulnerability remediation plan and execute the plan within a 15 day window?
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4
Does the Applicant establish, implement, and manage a secure configuration for each web application and underlying server?  This includes keeping software up to date, patching vulnerabilities, disabling unnecessary services, and hardening configurations after each monthly risk assessment.
.\Images\mystar-new.jpg
5
Does the Applicant track, control, prevent, and correct the use, assignment, and configuration of administrative privileges on web applications and underlying servers?
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6
Does the Applicant collect, manage, and analyse web application (including associated databases, load balancers, etc.) audit logs for events that could help detect/alert, understand, and recover from an attack?
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7
Does the Applicant ensure the network-based firewalls and web application firewalls are blocking unnecessary services, and/or performing virtual vulnerability remediation by dynamically blocking the vector to the web application vulnerability?
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8
Does the Applicant detect, prevent, and correct the flow of information transiting networks of different trust levels within the web application environment?
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9
Do you control access to secret, sensitive, and/or confidential data via multifactor authentication (including SSL/TLS SHA-2 certificates), least privilege access controls, encrypted communications (HTTPS or HTTP/2), and/or host-based DLP solutions can also be used to enforce ACL's even when data is copied off the web server?
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10
Does the Applicant restrict access to web applications (including the data within the web application) via network segmentation and strict least privilege controls based on the need to know?
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Does the Applicant actively manage the life-cycle of system and web application accounts (their creation, use, dormancy, deletion)?
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Does the Applicant manage the security life-cycle of all in-house developed web applications and/or perform web application code reviews against acquired web applications?
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Does the Applicant have a web application incident response plan that is maintained, tested, and tuned at least once every 90 days?
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14
Does the Applicant perform quarterly web application penetration tests or red team exercises to discover web application weaknesses and test the Applicant’s web application incident response?
Control Effectiveness – Point of Sale Questions
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1
Does the Applicant perform monthly PoS asset discovery scans to update the PoS asset inventory and remove unauthorised PoS assets?
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2
Does the Applicant perform monthly PoS risk assessments to update the software inventory and remove (or update) unauthorised or outdated PoS software?
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3
After each PoS risk assessment, does the Applicant develop a prioritised PoS vulnerability remediation plan and execute the plan within a 15 day window.
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4
Does the Applicant establish, implement, and manage a secure configuration for each PoS asset?  This includes keeping software up to date, patching vulnerabilities, disabling unnecessary services, and hardening configurations after each monthly risk assessment.  If the Applicant is using End-of-Life PoS software/products, then answer "no".
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5
Does the Applicant track, control, prevent, and correct the use, assignment, and configuration of administrative privileges on PoS assets?
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6
Does the Applicant require the use of multifactor authentication for all PoS administrators?
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7
Does the Applicant implement and maintain malware defenses (including anti-virus, anti-spyware, and intrusion prevention systems) for all PoS assets?
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8
Does the Applicant detect, prevent, and correct the flow of information (including PCI data) transiting networks of different trust levels within the PoS environment utilising any of the below?  (select all that apply)
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9
Within the PoS environment, does the Applicant both use a network-based DLP solution to monitor and control the flow of PCI data and use standard network-based solutions to control and monitor for unauthorised use of encryption and attempts to exfiltrate data?
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For added PCI data protection, does the Applicant use an end-to-end (or point-to-point) PCI encryption solution including any of the following?  (select all that apply)
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Does the Applicant segment PoS systems from the rest of the network, encrypt all PoS communications, control PoS system access via least privilege, and encrypt all PCI data at rest?
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Does the Applicant require the use of multifactor authentication for all PoS operator/user accounts?
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13
Does the Applicant actively manage the life-cycle of PoS system accounts (their creation, use, dormancy, deletion)?
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Does the Applicant manage the security life-cycle of all in-house developed and acquired PoS software?
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Does the Applicant collect, manage, and analyse PoS audit logs of events that could help detect, understand, or recover from an attack?  There should be a particular focus on unusual behaviors, login activity, phishing activity, C2 events, and data exfiltration.
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16
Does the Applicant have a PoS incident response plan that is maintained, tested, and tuned at least once every 90 days?
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Does the Applicant perform quarterly PoS penetration tests (including mock phishing exercises) or red team exercises to discover PoS weaknesses and test the Applicant’s PoS incident response?
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Does the Applicant require that PoS administrators, developers, and operators go through annual training that includes secure development lifecycle training, avoiding shortcuts that bypass good security controls, and PoS cybersecurity best practices?
Control Effectiveness – Insider/Privileged Misuse Questions
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1
To detect insider and privileged misuse, does the Applicant analyse and/or alert for any of the following?  (select all that apply)
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2
Does the Applicant monitor for and alert when data is being copied from an end user system to a USB device?
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3
Does the Applicant monitor for and alert when data is being sent from the corporate email system to a personal email account (such as gmail or yahoo)?
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4
Does the Applicant have an automated process to disable or delete EMPLOYEE domain and application accounts immediately upon termination?
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5
Does the Applicant have an automated process to disable or delete CONTRACTOR/PARTNER/THIRD-PARTY domain and application accounts immediately upon termination?  If the Applicant doesn't have contractors, partners, or third-parties, then answer "no".
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6
Does the Applicant perform any of the following exercises to correct control gaps, to tune monitoring solutions, and to improve incident response and recovery? (select all that apply)
Control Effectiveness – Miscellaneous Error Questions
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1
To detect miscellaneous error, does the Applicant analyse or alert for any of the following?  (select all that apply)
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2
Does the Applicant monitor for and correct storage capacity issues?
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3
Does the Applicant encrypt all data stored on removable media and offline data repositories?
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4
Does the Applicant enforce a strict data labeling and data destruction policy pertaining to servers, terminals, end user systems, and offline data?
Control Effectiveness – Physical Theft/Loss Questions
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1
To detect physical theft and loss, does the Applicant have any of the following?  (select all that apply)
Control Effectiveness – Crimeware Questions
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1
To detect crimeware, does the Applicant analyse or alert for any of the following?  (select all that apply)
Control Effectiveness – Cyber-Espionage Questions
.\Images\mystar-new.jpg
1
To detect cyber espionage, does the Applicant analyse or alert for any of the following?  (select all that apply)
Control Effectiveness – Denial of Service Questions
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1
Does the Applicant – and the Applicant’s cloud provider(s) if any - have a DDoS mitigation service?
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2
Does the Applicant have its own DoS response plans?
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3
Does the Applicant conduct at least annual training to ensure the operations teams know how to engage and leverage the DDoS mitigation service?
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4
Does the Applicant conduct mock DoS attacks to ensure that the operations teams perform successfully, tune the monitoring solution, and/or test the DDoS mitigation service?
Control Effectiveness – Server/Application Questions
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1
Does the Applicant establish, implement, and manage a secure configuration for each server, including keeping software up to date, patching vulnerabilities, disabling unnecessary services, and hardening configurations after each monthly risk assessment?
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2
Does the Applicant have a host-based DLP solution that can be used to enforce ACL's even when data is copied off the server?
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3
Does the Applicant segment critical servers from the user, point of sale, printer, wireless, terminal, and/or partners’ networks?
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4
Does the Applicant encrypt all critical server communications?
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5
Does the Applicant encrypt all sensitive information at rest within critical servers?
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6
Does the Applicant use least privilege permissions (or rights) to limit access to critical servers and the data within the critical servers?
.\Images\mystar-new.jpg
7
Does the Applicant require the use of multifactor authentication for all critical server or critical application administrators?
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8
Does the Applicant require the use of multifactor authentication for all domain user accounts and/or critical application accounts?
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9
Does the Applicant both perform quarterly internal risk assessments for the external server environment(s) and remediate all high severity vulnerabilities between assessment periods?
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Does the Applicant both perform quarterly internal risk assessments of the internal server environment(s) and remediate all high severity vulnerabilities between assessment periods?
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11
Does the Applicant implement and maintain any of the following malware defenses on servers?  (select all that apply)
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Does the Applicant perform quarterly critical server /application penetration tests or red team exercises to discover critical server/application weaknesses, and test the Applicant’s server/application incident response?
Control Effectiveness – End User System Questions
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1
Do you collect, manage, and analyse end user device logs for events that could help detect, understand, or recover from an attack, misuse, or error? There should be a particular focus on software installation, storage capacity, use of USB ports, and malware.
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2
Does the Applicant enable email and web browser protections on all end user systems?
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3
Does the Applicant secure end user systems (and data that resides on them) in the following ways?  (select all that apply)
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4
Does the Applicant establish, implement, and manage a secure configuration for each end user system?  This includes keeping software up to date, patching vulnerabilities, disabling unnecessary services, and hardening configurations after each monthly risk assessment.
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5
Does the Applicant implement and maintain any of the following malware defenses on end user systems?  (select all that apply)
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6
Does the Applicant disable the auto-run feature on end user systems to prevent the execution of malicious content from removable media?
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7
Does the Applicant have the ability to remotely wipe portable devices (such as mobile phone and tablets) if they are lost, stolen, or misplaced?
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8
Does the Applicant perform quarterly internal risk assessments for end user system environment(s) and remediate all high severity vulnerabilities between assessment periods?
Control Effectiveness – Terminal Questions
.\Images\mystar-new.jpg
1
Does the Applicant configure and use each terminal for a single purpose?
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2
Does the Applicant only purchase and use tamper-resistant terminals?
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3
Does the Applicant use tamper-evident controls, such as applying stickers over the doors of the terminals and reviewing of video footage to see if someone has tampered with terminals?
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4
Does the Applicant physically inspect terminals for unknown hardware, evidence of tampering, and/or compromise of physical integrity?
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5
Does the Applicant have both a fraud monitoring system and process in place related to the type of data processed, stored, and transferred within their terminals?
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6
Does the Applicant have an incident response plan in place related to terminal fraud or payment card skimming?
Control Effectiveness – ICS/SCADA/OT Questions
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1
Does the Applicant perform any of the following tests to determine if all ICS/SCADA/OT devices are vulnerable, to improve monitoring, and to improve incident response?  (select all that apply)
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2
Does the Applicant establish, implement, and manage a secure configuration for each ICS/SCADA/OT?  This includes keeping software up to date, patching vulnerabilities, disabling unnecessary services, and hardening configurations after each monthly risk assessment.
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3
Does the Applicant perform at least quarterly ICS/SCADA/OT risk assessments to:  (select all that apply)
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4
Does the Applicant segment ICS/SCADA/OT assets in an isolated network (or networks) from the rest of the organisation?
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5
Does the Applicant use least privilege permissions (or rights) to limit access to ICS/SCADA/OT devices and the data within them?
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6
If the Applicant allows remote connections to ICS/SCADA/OT devices for monitoring or control purposes, which of the following controls is used?  (select all that apply)
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7
Does the Applicant require the use of multifactor authentication for all ICS/SCADA/OT administrators?
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8
Does the Applicant implement and maintain any of the following malware defenses on ICS/SCADA/OT assets?  (select all that apply)
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9
Do ICS/SCADA/OT administrators, developers, and operators go through mandatory annual training that includes secure development lifecycle training, avoiding shortcuts that bypass good security controls, and ICS/SCADA/OT cybersecurity best practices?
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10
Do the Applicant’s mission critical ICS/SCADA/OT systems have redundant designs or failover capabilities to prevent physical damage or business interruption?
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11
Does the Applicant have documented (and tested) Incident Response and Disaster Recovery plans to minimise physical damage or business interruption due to a cyber event?
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Does the Applicant have a formal physical maintenance plan in place for ICS/SCADA/OT systems, including a regular replacement schedule and procedures for proactive prevention (related to corrosion, physical wear and tear, etc.)?
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Do all of the Applicant’s critical ICS/SCADA/OT systems have automatic failure, integrity, and/or leak detection that triggers an automatic failover or shut-off process to prevent physical and monetary damage?
Control Effectiveness – IoT Questions
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1
Does the Applicant deploy technology that tracks all of the IoT Devices, network-connected Onboard Systems, and/or network-connected Healthcare Devices within the organisation so that it can update the hardware inventory and remove unauthorised devices?
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2
If applicable, does the Applicant implement secure configurations for all IoT Devices, Onboard Systems, and/or Healthcare Devices?  This includes changing default passwords, enabling access controls, and updating to the latest supported version of software to reduce vulnerabilities.
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3
If applicable, does the Applicant use strong passwords for all IoT devices, Onboard Systems, and/or Healthcare Devices administrator accounts?
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4
To control administrative access to IoT Devices, Onboard Systems, and/or Healthcare Devices, does the Applicant leverage additional physical security controls to restrict access?
.\Images\mystar-new.jpg
5
Does the Applicant aggregate and analyse IoT Device, Onboard System, and/or Healthcare Device logs on a daily basis by feeding the event data into a Security Information Event Management (SIEM) System?
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6
Does the Applicant limit access to IoT Devices, Onboard Systems, and/or Healthcare Devices by blocking unnecessary ports, protocols, and services?
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7
Does the Applicant disable Bluetooth on IoT Devices, Onboard Systems, and/or Healthcare Devices, or otherwise restrict Bluetooth access to IoT Devices, Onboard Systems, and/or Healthcare Devices?
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8
Does the Applicant segment IoT Devices, Onboard Systems, and/or Healthcare Devices within an isolated network (or networks) separate from the rest of the organisation?
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9
Does the Applicant register IoT Devices, Onboard Systems, and/or Healthcare Devices within an enterprise directory system (such as Active Directory or LDAP)?
.\Images\mystar-new.jpg
10
Does the Applicant have special forensic processes in place for IoT Devices, Onboard Systems, and/or Healthcare Devices?
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11
Does the Applicant perform quarterly IoT penetration tests or red team exercises to discover IoT, and to test Applicant’s IoT incident response?
Control Effectiveness – IoT Manufacturer Questions
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1
Do all of the Applicant’s products ship with unique default passwords?
Do the Applicant’s products require the user to change the default password during setup?
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2
To ensure the security of software, does the Applicant utilise the following?  (select all that apply)
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3
Does the Applicant utilise code signing to ensure the integrity of software updates?
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4
Does the Applicant have the ability to remotely patch the product?
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5
Does the Applicant have a process in place to notify end users of critical vulnerabilities and support timely delivery of patches?
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6
Does the Applicant have both a process in place for third parties to use to report vulnerabilities, and a system to track, investigate, classify and remediate them (e.g. a Vulnerability Coordination Program)?
Control Effectiveness – Funds Control Questions
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1
Do the Applicant’s processes and procedures for approving funds transfer requests made by an employee of the organisation require any of the following?  (select all that apply)
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2
Do the Applicant’s processes and procedures for approving funds transfer requests made by a vendor require any of the following?  (select all that apply)
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3
Are the controls the Applicant described in Questions #1 and #2 above consistent throughout all locations globally?
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4
Do any employees authorised to approve or execute funds transfer requests for the Applicant perform more than one of the following duties:  requesting, initiating, recording, and reconciling?
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5
Does the Applicant require that all employees authorised to approve or execute funds transfer requests attest that they have read and understand the policies and procedures?
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6
Has the Applicant made all employees aware of the risks of fraudulently induced payment scams such as “CEO Fraud”, “Fake Presidents”, “Business E-mail Compromise”, and fraudulent vendor invoices and vendor payment diversion?
.\Images\mystar-new.jpg
7
Enter the most recent wire transfer department audit performed by:
Internal auditors:
External auditors:
Control Effectiveness – People Control Questions
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1
Does the Applicant perform quarterly mock phishing exercises to determine how many employees would fall victim to a phishing attack?
Control Effectiveness – Small Business
Answering control effectiveness questions affirmatively will increase the Insurer’s assessment of the Applicant’s risk mitigation, and decrease cyber risk in the Insurer’s cyber risk model – resulting in a more favorable risk assessment – but answering is not required; all of the questions in the Control Effectiveness section are OPTIONAL.  The Control Effectiveness Questions are organized into groups that generally correspond to the assets the Applicant has indicated they have, and those groups are prioritized by risk according to the Insurer’s model.  Applicants can choose to answer as many or as few questions as they like, though the Applicant’s risk may be overstated if a lack of answers understates the Applicant’s Control Effectiveness.
1
Does the Applicant identify and control who has access to its business information?
2
Does the Applicant conduct background checks on all new employees and contractors?
3
Does the Applicant require individual user accounts for each employee and each contractor?
4
Does the Applicant both create policies and procedures for information security, and monitor or test those procedures?
5
Does the Applicant limit employee access to data and information?
6
Does the Applicant install surge protectors and uninterruptible power supplies on all critical systems?
7
Does the Applicant scan and patch its operating systems and applications monthly?
8
Does the Applicant install and activate software and hardware firewalls in all of its business networks?
9
Does the Applicant secure its wireless access points and networks by changing the default administrator password, and by enabling WPA-2?
10
Does the Applicant enable web and email filters to block malware infected email, malware attachments within email, unapproved or inappropriate websites, and blacklisted websites?
11
Does the Applicant use encryption for sensitive business information, which includes the use of full disk encryption on all critical and end-user systems, the use of encrypted emails when sending sensitive information, and the use of encrypted offline media when storing sensitive information?
12
Does the Applicant dispose of old computers and media safely?  This includes electronically wiping hard drives, mobile phones, tablets, USB devices, offline media, etc. or physical destroying old computers and media?
13
Does the Applicant train its employees at least annually regarding computer usage, email usage, internet usage, data handling and disposal, cyber incident reporting and handling, and other cybersecurity best practices?
14
Does the Applicant install and update (at least daily) anti-virus, anti-spyware, and other anti-malware programs?
15
Does the Applicant maintain and monitor logs?
16
Has the Applicant developed a plan for disasters (such as fire, medical, emergency, burglary) and cybersecurity incidents?  The plan should include roles and responsibilities, information handling, system handling, who to call in case of cybersecurity incident, and types of activities that constitute a cybersecurity incident.
17
Does the Applicant both make full backups of important business information WEEKLY, and test restoring from backup at least twice per year?
18
Does the Applicant both make incremental backups of important business information DAILY, and test restoring from incremental backup at least twice per year?
19
Does the Applicant review and update its information security processes, procedures, and technologies at least once a year?
20
Does the Applicant and its employees pay attention to the people they work with and around for unusual or suspicious activity?
21
Does the Applicant randomly test its employees to determine if they are susceptible to phishing scams?
22
Does the Applicant force all its employees to use separate personal and work computers, mobile devices, and accounts?
23
Does the Applicant block all employees from connecting personal and untrusted storage devices (such as USB sticks) into work computers?
24
Does the Applicant prevent its employees from downloading and installing software onto their work computers and mobile devices?
25
Does the Applicant instruct and randomly test its employees to not give out personal or business information to untrusted parties?
26
Does the Applicant block harmful pop-ups from opening within its computers or mobile devices?
27
Does the Applicant require the use of strong passwords or multifactor authentication for all employee devices and business applications which employees access?
28
Does the Applicant enforce secure online business by keeping web browsers up-to-date, by forcing the use of secure connections (HTTPS or VPN), by automatically clearing web browser history, cache, etc., and by requiring the use of dedicated systems for highly sensitive business operations (such as business banking)?
29
Does the Applicant have a written and tested Business Continuity Plan documenting how the organisation would recover from a data breach, service interruption, Ransomware, Denial of Service attack, power outage, or any other cyber event that could disrupt business?
Claims History
Answering the following question is required unless the Applicant already maintains insurance of the type(s) sought with the Insurer.
1
During the past 5 years, has the Applicant experienced any occurrences, Claims or Losses related to a failure of security of the Applicant’s computer systems or has anyone sued or made a Claim against the Applicant with regard to invasion or interference with rights of privacy, wrongful disclosure of Confidential Information or does the Applicant have knowledge of a situation or circumstance which might otherwise result in a Claim against the Applicant with regard to issues related to the Insurance Sought?
Submit loss runs for the last 5 years (with a valuation date within 90 days of the required effective date) to the Insurer with this Application.
It is agreed that with respect to the above, if any such occurrences, Claims, Losses or knowledge exists,  then any Loss or Claim arising from such occurrences, Claims, Losses or knowledge shall be excluded from the proposed coverage.
ADDITIONAL DOCUMENTS AND INFORMATION INCORPORATED BY REFERENCE
All written statements, materials or documents furnished to the Insurer in conjunction with this Application, regardless of whether such documents are attached to the policy, are hereby incorporated by reference into this Application and made a part hereof, including without limitation any supplemental applications or questionnaires.  ANY SECURITY ASSESSMENT, ALL REPRESENTATIONS MADE WITH RESPECT TO ANY SECURITY ASSESSMENT, AND ALL INFORMATION CONTAINED IN OR PROVIDED BY APPLICANT WITH RESPECT TO ANY SECURITY ASSESSMENT, REGARDLESS OF WHETHER SUCH DOCUMENTS, INFORMATION OR REPRESENTATIONS ARE ATTACHED TO THE POLICY, ARE HEREBY INCORPORATED BY REFERENCE INTO THIS APPLICATION AND MADE A PART HEREOF. 
 
LEGAL NOTICE AND SIGNATURES
BEFORE YOU SIGN THIS APPLICATION, READ THESE NOTICES CAREFULLY AND DISCUSS WITH YOUR BROKER IF YOU HAVE ANY QUESTIONS.
 
IT IS DECLARED THAT TO THE BEST OF THE KNOWLEDGE AND BELIEF OF THE INSURED, AFTER ENQUIRY, THAT THE STATEMENTS AND RESPONSES SET OUT HEREIN ARE TRUE AND ACCURATE.  THE INSURED UNDERSTANDS THAT IT IS UNDER A DUTY TO MAKE A FAIR PRESENTATION OF THE RISK TO THE INSURER, AND THAT ALL MATERIAL CIRCUMSTANCES THAT THE INSURED IS AWARE OF OR OUGHT TO BE AWARE OF HAVE BEEN DISCLOSED TO THE INSURER, OR FAILING THAT, SUFFICIENT INFORMATION TO PUT A PRUDENT INSURER ON NOTICE THAT FURTHER ENQUIRES ARE NEEDED.THE INSURED UNDERSTANDS THAT NON-DISCLOSURE OR MISREPRESENTATION OF A MATERIAL FACT OR MATTER MAY IMPACT THE TERMS OF THE POLICY OR IMPACT WHETHER THE POLICY RESPONDS IN WHOLE OR IN PART TO A CLAIM.
THE INSURED UNDERTAKES TO INFORM THE INSURERS OF ANY MATERIAL ALTERATION TO THE INFORMATION PROVIDED HEREIN OR ANY NEW FACT OR MATTER THAT ARISES WHICH MAY BE RELEVANT TO THE CONSIDERATION OF THE PROPOSAL FOR INSURANCE.
Signature Section
(Duly authorised representative, by and on behalf of the Applicant)
 
American International Group UK Limited is registered in England: company number 10737370. Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB. American International Group UK Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number 781109). This information can be checked by visiting the FS Register (www.fca.org.uk/register).
 
“AIG Europe S.A. is an insurance undertaking with R.C.S. Luxembourg number B 218806. AIG Europe S.A. has its head office at 35D Avenue John F. Kennedy, L-1855, Luxembourg. AIG Europe S.A. is authorised by the Luxembourg Ministère des Finances and supervised by the Commissariat aux Assurances 7, boulevard Joseph II, L-1840 Luxembourg, GD de Luxembourg, Tel.: (+352) 22 69 11 - 1, caa@caa.lu, www.caa.lu/.”
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