MARKETING MATERIAL

Al G Cyber

Cyber Loss Control Services for
Small and Mid-Sized Businesses

AIG CyberEdge customers paying over £900 are entitled to a range of
complementary services. These are designed to strengthen their cyber
defences and help reduce the likelihood and impact of a cyber incident.

SERVICE INCLUDED WITH POLICY Cyber Learning

CyberEdge clients have unlimited access for up to 50 employees to an award-winning library of
cyber-security courses. There are hundreds of courses to choose from. Clients can set different
training for different groups of employees like board directors or customer service teams. They can
then track who has completed each course. This can strengthen clients’ cyber defence. It can also
help demonstrate compliance with cyber security standards. More information

Darknet Credential Exposure
from SpyCloud

See which of your employees have had their information stolen and put on the Dark Web.
Attackers often upload stolen data here. You start by inputting your company’s email address.

An instant overview shows your company’s risk level and number of times your employees have
appeared in breaches. A more detailed report includes your employees’ email addresses affected
by malware and also stolen information (PlI) like credit card data. All this this can show you
where passwords need resetting or strengthening and where more education about passwords is
needed. More information

This marketing material is intended for insurance brokers and other insurance professionals for their information.
For full terms, conditions and benefits related to AIG products, please refer to the policy and associated documents.


https://www.techguard.com/s-h-i-e-l-d-cybersecurity-awareness-training/
https://spycloud.com/aig/
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Identity Risk Assessment
SERVICE INCLUDED WITH POLICY ]
from Silverfort

Key information like usernames, passwords and permissions are kept in your network’s Active
Directory. Weaknesses in it can leave your organisation very vulnerable. (Attackers often exploit
them to get into organisations’ systems.) A comprehensive identity scan will look for a host of
risks in your Active Directory. It will provide a detailed report of any weaknesses it finds and
recommendations for fixing them. This will help you strengthen your company’s defences
against identity threats and against ransomware losses. More information

SICINCILLAVICLIOEN  Cyber Maturity Review

CyberEdge clients are entitled to an hour’s call with an AIG Cyber specialist. The specialist will
discuss the client’s cyber exposures and security compared to companies of the same size and
in similar industries. The specialist can also talk about cyber threats facing similar companies
and prioritise cyber controls and practices for the client. This will all be followed up in a written
report for the client. More information, email: cyberlosscontrol@aig.com

IV AU aa Tailored Incident Response Plan

CyberEdge clients receive an incident response plan template tailored to their business. It will
detail cyber controls for the client designed to: make it more difficult for attackers to get into
the client’s system; make it more difficult for attackers who have broken in to cause widespread
damage the system and finally to help the client recover as quickly as possible from any impacts
to their IT systems and services.

SIVCINCULIDAVIGRIOEE Network Security Rating

CyberEdge clients are entitled to 30-days access to the powerful BitSight platform. It will quickly
evaluate the client’s security performance. It will identify the client’s devices and internet facing
IP addresses and run tests for a vast range of weaknesses. (Such as where things have not been
properly configured or kept up to date). It provides a picture of what the client’s network looks
like to an attacker and helps prioritise the client’s cyber risks. More information


mailto:%20cyberlosscontrol%40aig.com%20?subject=Cyber%20Maturity%20review
https://www.silverfort.com/use-cases/silverfort-free-identity-security-assessment-for-aig-applicants/
https://app.www-107.aig.com/e/er?s=1109&lid=18342&elqTrackId=9E3F4F40C7BC05929DED9BBC00CD1D4B&elq=00000000000000000000000000000000&elqaid=12371&elqat=2

Cyber Loss Control Services for Small and Mid-Sized Businesses

SIS NGULDAVIGICIOAN The Cybersecurity Information Portal

Any of your employees have unlimited access to the eRiskHub. This contains a wealth of cyber
intelligence including: best practices, cyber claims information and planning templates. It also
contains valuable training tools. These include a calculator to forecast the possible cost of a cyber
breach and a breach simulation. This allows you and your teams to make real-time decisions in
response to an attack. More information

SV NCULIDAVIGRCNOE Cyber Claims Hotline

Finally, the hours straight after a cyber incident are vital and our CyberEdge Claims Hotline is
available 24/7/365 for actual or suspected incidents. Our experienced Cyber Claims Team will
liaise with you to implement your response plan, engage any necessary experts to identify
immediate threats, and start the recovery process.

Remember CyberEdge clients are entitled to our First Response access to expert IT,
Legal and PR Support for 48 hours via our Claims hotline with no policy retention and
no impact on policy limits. Clients can use First Response even if they just suspect an
incident to help keep their business safe.
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